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Overview:Top 10 Trends in Risk & Compliance

1. The Whistleblower Landscape - Reporting Trend Changes May Compel Organizations to
Reassess Their Programs

Privacy in 2023 - What to Expect and How to Prepare

The Next Era of R&C Management - Data-Informed Decisions Through Digital Transformation
Third Party Riskinthe Era of Sanctions Enforcement

Staying Ahead of ESG Disclosures - What to Expect and How to Prepare

This Supreme Court Case Will Reverberate Throughout the Compliance and ESG World

EU Whistleblowing Directive - Trends in Transposition and Adoption

New Expectations of Executive Leadership - How Will You Prove and Certify Your Program Works?

¥ © N o U A W N

Joining Forces with Learning and Development Will Improve Ethics and Compliance Education

—
=

Addressing Risk, Compliance & Integrityin the Extended Enterprise
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The Whistleblower
Landscape -
Reporting Trend
Changes May Compel
Organizationsto
Reassess Their
Programs

Written by Jane Norberg
and Carrie Penman




Tips tothe SEC up; while awards where reporters who
attemptedtoreport internallyfirst drops
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Key takeaways

= The SEC continues toreceive arecord number
of reports.

* Increased external reporting could be a result
of the remote and hybrid work making
reporting externally easier.

= [nternally, issues related to
workplace behavior and civility are still on the
rise.

= Beaware of mental health issues coming
through the reporting channels.
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2023 predictions

= Withthepotentialforarecessionin2023, we expect to see continuing changesin trends for
bothinternaland externalreporting.

» As morecountriespass legislationtoprotect whistleblowers, we expect to see a continuing
shiftinthe numberand types ofreportsthatbothorganizations and externalregulatory

agencies receive.

= Retaliationpreventionprograms will be moreimportantthanever.
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Privacyin 2023 -
What to Expect and
How to Prepare

Written by James Castro-Edwards and
Nancy Perkins




Key takeaways

» U.S.Federal? Scattered changes.

= U.S.States: California, Colorado, Connecticut,
Utah, and Virginia.

» Similarities with GDPR and U.S. federal regs
(healthcare and financial).

= EU/US - welcome new framework coming in.

= UK/EU divergence - can they have it both
ways?
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2023 prediction

= Congresswon'tproceed withany meaningful federal privacyregulation.

» FTCrulemaking willbeimportant - followtheagency’s ongoing privacy enforcementactions
under Sectionfive ofthe FTC Act.

= The European Commission’s adequacydecision willcome outand will be immediately
challengedin Schrems /.

= Watchandsee what happens withthe U.K. lawmaking.
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The Next Era of

R&C Management -
Data-Informed

Decisions Through Digital
Transformation

Written by A.G. Lambert




Digitaltransformation: decrease redundancyand

Increase efficiency

_
T

When being tracked in disparate When information is centralized
systems, there is an increased and consistently managed,
likelihood of incomplete or organizations are able to ensure
missing information a consistent experience.
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Key takeaways

» Organizations produce massive amounts
of datawhich is often managed with
disparate systems.

= Consolidating information allows for
optimized use and storytelling.

= Many organizations are reevaluating
bloated tech stacks to consolidate data
and remove silos.

= Consolidated datais critical to gain an
understanding of the cultural health of
the business.
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2023 prediction

" /ncreasedregulatoryenforcementandgrowingpublicattention will cause organizations to
furtherprioritize their ethics and compliance efforts.

» Datafromacrossthecompany will be requiredinorderto effectivelytell the storytoregulators,
stakeholders, employeesand the public.

= Organizations will prioritize using digital solutions to monitorthe metrics that matter and take the
data yielded to demonstrate their accountability and compliance.
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Third Party Riskin the
Era of Sanctions
Enforcement

Written by Michael Volkov




Key takeaways

= Violating Russian sanctions is costly.

= The U.S.DO0OJis dedicating significant
resources.

= Automated monitoring of sanctions is
imperative.
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2023 prediction

= ThewarinUkraine willcontinue, at least for the foreseeable future.
= Sanctionsenforcementactivitywillbe a core priorityofDOJseniorleadershipand OFAC.

» Sanctions will change frequently and with little notice.
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How to predict and prepare for the future

What issues are of generally universalinterest, particularly within
yourindustry?

What issues are relatively easy to quantifyina substantive way?

What issues have existing formal (voluntary or regulatory) initiatives
in place globally?

Assuminganissue has beenidentified,isthere a manner oftracking it
that reflectsthe realitiesof a business?
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Key takeaways

» Though ESG disclosures may not be formally
required, investors, customers and other
stakeholders have a growing appetite for this
information.

= Most requirements for disclosure are borne
out of good sense and can be anticipated.

= Start voluntarily disclosing now, even if the
future requirements are uncertain.

= Much of the required ESG information needed
is already at hand.
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2023 prediction

= Forcompaniesofanysize, GHG accounting will become as normaland universal as financial
accounting.

= Companies willrealize (at least for Scopes 1and 2) this accounting actually isn't particularly
difficult.

= Biodiversitywillalso likely get more widely accepted definitions of what constitutes
biodiversitysensitive areas, and what basic procedures orresources can help assess
businesses fortheirimpact on them.
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This Supreme Court
Case Will Reverberate
Throughout the
Compliance and

ESG World

Written by Kristy Grant-Hart




Key takeaways

» The West Virginia SCOTUS ruling sets the
scene for court fights to reign in the power
of all federal agencies.

» The SEC’s proposal to require climate
disclosures is at risk.

= There are many agencies and regulatory
schemes that can be challenged.
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2023 prediction

» The SEC’sclimate disclosureruleswillbe likely be challengedin courtusing the Major
Questions Doctrine.

= Other U.S.regulatoryschemes willbe called into gquestion and challenged.

= There willbe uncertaintyas the litigation works its way through the district appellate and
Supreme Courts.
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EU Whistleblowing
Directive -
Trendsin
Transposition

and Adoption

Written by Mark Robertson




As of January 17, 2023, only halfthe EU member
states have transposedthe EU Directive

Transposed NOT Transposed
= Belgium = Austria
= Croatia = Bulgaria
= Cyprus = Czech Republic
= Denmark = Estonia

i = Germany
* Finland H

= Hungary

= France = ltaly
" Greece = Luxembourg*
" Ireland = Netherlands
= Latvia = Poland
= Lithuania = Slovakia
= Malta* = Slovenia
= Portugal " Spain
= Romania
= Sweden -
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Key takeaways

= More than ayear after the EU Whistleblowing
Directive, many member states have yet to
transpose into national law.

= Many companies are in a “wait and see” mode.

= Resource sharing will be helpful for medium-
sized entities.

= Countries have established ranges of
monetary fines.

= Many of the requirements are best practices
for internal reporting, particularly related to
communications and retaliation prevention.
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2023 prediction

= Thecoming year will continueto presentchallenges fororganizations working to
harmonizeinternal whistleblower programsacross multiple EUmembers states.

» We can expect more member states willtransposethe Directivein2023.
» As moremember states transposethe Directiveintonational law, we will see

additionalnuances that affect howorganizations performreportintake and
assessmentand communicate withreporters
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New Expectations
of Executive
Leadership -

How Will You Prove
and CertifyYour
Program Works?

Written by Matt Kelly




Key takeaways

» CEOand CCO certification requirements in
corporate misconduct resolutions.

= Meant to create accountability and be helpful
tothe CCO.

There are more questions than answers.
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Whatif..?

* What happensifyouand the CEO disagreeoverthe health ofthe
compliance program -who settles that dispute?

* [fyoujoinacompanyinthe middleofa DPAorNPA, can youreview -or
evenredesign - the pre-existingcomplianceprogramifyoubelieveit
isn'tup to standard?

« Canyou askforthedirectors’and officers’insuranceto protectyou
frompossibleindependentlegal costs?

* What ifthe companydeclines?

* Whendoyou quit,ratherthanoversee acompliance programyou
believetobe substandard?

NAVEX
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2023 prediction

» Wewon'tsee alotofchiefcomplianceofficers certifying the effectiveness oftheir compliance
programsin2023, butonlybecause the Justice Departmentsettlesonly arelative handful of
cases inanygivenyear. But they will be coming.
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Joining Forces

with Learning

and Development Will
Improve

Ethics and
Compliance
Education

Written by Ingrid Fredeen
and MeganTorrance




Key takeaways

= Reframing the language of “training” to be
more learning-centric is important.

» E&C education regularly touches employees
and benefits from a partnership the adult
learning experts in L&D.

= Even with limited resources, L&D expertise
can be leveraged by partnering.

= Meaningful, quality content is imperative,
poorly-designed content can damage the
reputation and waste learner’s time.
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2023 prediction

= Organizations will continue to evolve to meet the needs of the workforce wherever
theyarelocated.

= [Learning and development and ethics and compliance education will continue to
Influence and reflectthe conversationaboutorganizational culture.

N /\V E x Copyright NAVEX Global Inc. All Rights Reserved. | 35



"......'l

-
i
NS . . . - .-
o



Key takeaways

= Businesses rely on a complex network of
third-party relationships.

= GRCfailures often result from outdated and
ineffective manual processes.

= Active management is now required.

= The end goal is agility.
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2023 prediction

» In 2023, organizations will be called upon to clearlyimplement a well-defined third-party risk
strategy, process, and architecturethat delivers agility.

= Different functions will participateinthird-partyriskstrategy withafocus oncoordinationand
collaborationthroughacommon core risktechnologyandprocess architecture.
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Poll question

Wouldyoulike to follow up with Kristy Grant-Hart after this event?
* Yes, please share my contact informationwith Kristy

= No, notatthistime
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Polling question

Areyouinterestedin speaking witha NAVEX solutions experttodiscuss

howthese predictions mayimpactyourriskand complianceprogram
effectiveness?

= Yes, pleasecontact me
= No, notatthistime

NAVEX
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Q&A




Thank
you!
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