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NAVEX is the recognized leader in risk and compliance management 

software and services, empowering thousands of customers around 

the world to manage and mitigate risks with confidence. NAVEX’s 

mission is to help customers promote ethical, inclusive workplace 

cultures, protect their brands and preserve the environment through 

sustainable business practices. 

For more information, visit NAVEX.com and our blog. Follow us 

on Twitter and LinkedIn.

http://www.navex.com/
https://www.navexglobal.com/blog/
https://twitter.com/NAVEXInc?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://www.linkedin.com/company/navexinc?original_referer=https%3A%2F%2Fwww.google.com%2F
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NAVEX has been collecting and delivering leading-

edge market benchmark reports to the risk and 

compliance (R&C) industry since 2010. In 2019, 

we published our first-ever “Definitive Corporate 

Compliance Benchmark Report,” a comprehensive 

review of R&C programs that offered key findings, 

analysis and insight to help organizations measure, 

evaluate and advance their programs. 

This year, NAVEX partnered again with independent 

research firm The Harris Poll to survey R&C 

professionals from a wide range of industries about 

the design, priorities and performance of their R&C 

programs. The results of the survey represent over 

1,300 respondents globally who influence or manage 

their organization’s risk and compliance programs. 

In addition, this report includes detailed responses 

from those who actively manage or influence 

their program’s incident management, policy and 

procedure management, ethics and compliance 

training, third-party risk management, integrated 

risk management, and/or environmental, social and 

governance (ESG) functions. Insights and analysis 

addressed in the new 2023 report include:

• How are R&C professionals assessing their own 
program maturity?

• What are mature programs more likely to have        
in common?

• How do program trends differ across                 
certain countries?

• What differences exist across organizational size?

• Which program elements are most common across 
organizations?

• What is the nature of leadership’s engagement 
with R&C?

• How has remote and hybrid work impacted culture?

• What role does data play in today’s R&C programs?

How to use this report
The data and insights in this report help chief 

compliance officers and other R&C professionals 

make informed program decisions. The report also 

outlines practical ways to improve R&C programs  

of all maturity levels and organizational sizes.

• Benchmark your organization’s program against 
peers, industry standards and best practices.

• Assess your program maturity.

• Identify specific steps to improve performance.

• Review and compare program priorities and 
effectiveness measures.

• Determine whether your approach to  
organizational risk is aligned with market trends 
and best practices.

• Review how your organization is protected or 
exposed to risk through your approach to incident 
management; policy and procedure management; 
ethics and compliance training; third-party risk 
management; and environmental, social and 
governance practices.

• Leverage reports and recommendations  
to get organizational buy-in, budget and 
understanding of the ROI of a comprehensive 
risk and compliance program.

Introduction
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Survey methodology 
The 2023 report research was conducted online 

by The Harris Poll on behalf of NAVEX among 1,315 

adults 18+ who are nonacademic professionals 

(management/non-management or higher) and 

knowledgeable about risk and compliance in the 

United States (n=738), United Kingdom (n=177), France 

(n=157), Germany (n=151), Canada (n=50), and other 

countries (n=42). The survey was conducted between 

January 30 – March 10, 2023.  

Raw data were not weighted and are therefore only 

representative of the individuals who completed     

the survey.  

Respondents for this survey were from NAVEX’s list 

of customers or prospects or selected from among 

those who have agreed to participate in online 

surveys. The sampling precision of Harris online polls 

is measured by using a Bayesian credible interval. For 

this study, the sample data is accurate to within +/- 

2.7 percentage points using a 95% confidence level. 

This credible interval will be wider among subsets of 

the surveyed population of interest.  

The 2022 report was conducted in Spring 2022 

among 1,105 R&C professionals, all of whom were 

current or prospective NAVEX customers. The 

research primarily included U.S. R&C professionals 

(n=774) but did include some participants from at 

least 18 other countries (n=331). 

All sample surveys and polls, whether or not they use 

probability sampling, are subject to other multiple 

sources of error which are most often not possible 

to quantify or estimate, including, but not limited to 

coverage error, error associated with nonresponse, 

error associated with question wording and response 

options, and post-survey weighting and adjustments.  

All charts show data rounded to the nearest whole 

percent. The values of some percentages are too 

small to be shown in the charts. Please refer to the 

appendix for additional data. 

When comparing results between 2023 and 2022, it is 
important to note the differences in the sample size and 
composition. The 2023 research includes more total responses 
than in previous years (1,315) and a greater concentration of 
responses from the EU. Additionally, the 2023 research utilized 
online research panels. Year-over-year comparisons should be 
considered with this in mind.  
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Key definitions

POLICY MANAGEMENT includes controlling the 

organization’s policies and procedures throughout 

the policy lifecycle: drafting, editing, approving, 

updating, distributing, storing and documenting 

attestations. Policy management software (or a policy 

management system) refers to the technology that 

enables more efficient management and execution  

of those practices.

ETHICS AND COMPLIANCE (E&C) TRAINING 

includes regulatory compliance, conduct, 

employment law and information security training 

from a behavioral perspective. This definition 

includes all forms of training on ethics and 

compliance topics: online, in-person, virtual  

and blended training approaches. Educational  

and awareness approaches are also within this  

scope of training.

INCIDENT MANAGEMENT typically consists of 

telephone, web, mobile and other whistleblower 

channels where employees and other stakeholders 

can make reports. Incident management systems 

receive, record and encourage responses to 

questions, reports and incidents received, and offer 

executive reporting tools and the ability to track and  

manage resolution.

THIRD-PARTY RISK MANAGEMENT is an umbrella 

term that refers to all risk-management activities 

related to third parties: onboarding, screening, 

monitoring and in-depth risk analysis; as well as 

associated processes to identify, stratify, prioritize 

and mitigate third-party risks. Third-party due 

diligence refers to the studied assessment of third 

parties before, during and after an engagement. 

Internal business justifications, external preliminary 

risk assessments, establishing business rules and 

authorizations, processing documentation and 

policies, database analysis and reputational reporting 

are all third-party due diligence. It also includes active 

monitoring of third-party engagements for new “red 

flags” and real-time changes to the third party’s  

risk profile.

INTEGRATED RISK MANAGEMENT is a process 

that improves decision making and enhances 

business value by integrating risk intelligence into 

activities across the enterprise, such as strategic 

planning and strategy execution, investment decision 

making, project portfolio management, enterprise 

performance management, third-party performance 

management and information governance.

ENVIRONMENTAL, SOCIAL AND GOVERNANCE 
(ESG) is a subset of non-financial performance 

indicators which include environmental, social, 

ethical and corporate governance issues such as 

managing a company’s carbon footprint and ensuring 

there are systems in place to ensure accountability.

PROGRAM MATURITY is a measure of the size 

and sophistication of a company’s existing risk 

and compliance program. For the purposes of 

the 2023 study, maturity designations were self-

reported based on the criteria of the High-Quality 

Ethics & Compliance Program (HQP) Assessment 

from the Ethics & Compliance Initiative (ECI).1 We 

utilize program maturity as an indicator of current 

proficiency and performance.

1 https://www.ethics.org/wp-content/uploads/2018/09/ECI-Framework-Final.pdf
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RISK MANAGEMENT ETHICS & COMPLIANCE ENVIRONMENTAL,
 SOCIAL & GOVERNANCE

Job level

Knowledge about

A SNAPSHOT OF
OUR SURVEY PARTICIPANTS

81%

Country of residence Company headquarters

56%

11%

Other

4%
North America 56%

Europe 39%

Central America 1%

Asia Pacific - Japan 1%

Asia Pacific - Other Country 1%

South America 1%

Other 1%
3%

12%

13%

France

UK GermanyCanada

US

Job function

74% 60%

7%
21%

43%

C-Level Director/
Sr. Mgmt

Other
Mgmt

Non
Mgmt

29%

32%18%

10%

Human Resources/ 
Employee Relations

6% 6%

6%

22%

Management

Finance Legal

Information 
Technology 

Ethics/Risk & 
Compliance 

Other
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Company size (# of employees) Annual revenue (USD)

A SNAPSHOT OF 
COMPANIES REPRESENTED

Health Care 
and Social

 Assistance

10%

14%

6%

16%
44%

Finance 
and Insurance

Manufacturing

All Other Industries

Professional, 
Scientific and 

Technical Services

Over $1B

6%

4%

$50M – $999M

Under $50M

Nonprofit/Government

Unknown

38%

30%

21%

31%

8%

17%

11% Over 20,000

10,000 – 20,000

5,000 – 9,999

33% 1,000 – 4,999

Under 1,000

Program maturity

EN
TE

RP
RI

SE
SM

AL
L 

BU
SI

N
ES

S

Optimizing

14%

6%

Managing

Adapting

Defining

Underdeveloped

31%

22%

27%

Industries

10%

Retail 
Trade
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The story of this 2023 State of Risk & Compliance 

Report is one of progress. Risk and compliance 

(R&C) professionals are reporting greater program 

maturity, signaling the growing confidence, stature 

and sophistication of our professions. Many are also 

reporting promising collaboration across silos with 

Information Security (InfoSec), which may indicate 

more organizations are taking a holistic view of what 

it takes to successfully manage risk and build ethical 

cultures. And any fears that workplace culture would 

suffer as many temporary COVID-19 remote-work 

arrangements became permanent appear moot – by a 

wide margin, R&C professionals are reporting positive 

outcomes from work-from-home models.

However, this publication also depicts a story 

of challenges. That same InfoSec/Compliance 

collaboration comes as R&C professionals most 

commonly reported a data privacy/cybersecurity 

breach as a real-world compliance issue their 

organization has faced in recent years. Even more 

than last year, middle management is not always 

choosing a commitment to compliance over 

competing interests. And R&C professionals cited 

anti-retaliation and whistleblowing as a relatively low 

focus in Europe, where corresponding regulations 

have intensified.

Drawing on over 1,300 survey responses from R&C 

professionals around the globe, these findings and 

more form the basis of NAVEX’s 2023 State of Risk & 

Compliance Report. NAVEX has refined the title of 

this report to better depict the value it brings to our 

industry – a barometer of how our profession is self-

reporting its successes, obstacles, evolutions, and 

opportunities to improve. 

This year’s respondent group represents the largest 

ever in the history of this survey and report, and for 

the first time, the report includes special analysis 

for several major European countries and by size               

of organization. 

Our global reach has highlighted some interesting 

differences between the U.S. and Europe, including, 

fundamentally, what “Compliance” might mean for 

organizations in those respective geographies. This 

is revealed through differences in prioritization 

of whistleblowing, focus on information security, 

confidence in leadership, planned training, and much 

more. Yet despite differences, so often, our guidance 

settles on some universal truths – that effective R&C 

programs, ones with cross-functional collaboration, 

executive buy-in, strong policies, engaging training, 

robust internal whistleblowing mechanisms and 

vigilant supplier management, are best poised to 

navigate the regulatory landscape while fostering 

a culture of ethics and compliance. Even for the 

most mature programs, the task of fostering those 

dynamics is one of continuous improvement.

This year’s report should give R&C professionals 

a better picture than ever before of the ways their 

programs positively impact their organizations. 

Our “Key findings” section reflects our take on the 

narrative that weaves through the hundreds of survey 

responses we received from around the globe – we 

hope our audience will consider how those stories 

and learnings are relevant to their own organizations.  

Our “Program-specific elements” section provides 

context for additional survey findings. Finally, our 

“Key company size comparisons” section showcases 

relevant findings specific to certain countries and 

between smaller and enterprise organizations.

We hope this report gives R&C professionals yet 

another tool to put their program in context with their 

global peers, and to make informed decisions on ways 

to improve.

Executive summary
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2023

Key  
Findings
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For this year’s study, respondents’ maturity 

designations were self-reported based on the 

High-Quality Ethics & Compliance Program (HQP) 

Assessment criteria from the Ethics & Compliance 

Initiative (ECI). This five-point scale begins at the 

least mature, underdeveloped, and builds in maturity 

from defining, adapting, managing and, at the most 

mature end, optimizing.2 In assessing findings from 

this area of the survey, we refer to the two ends of the 

spectrum in the following way:

A significantly greater share of respondents 

described their programs as mature – managing or 

optimizing – in 2023 than in 2022. More than half (53%) 

said their organization was on the mature side of the 

spectrum, compared to 38% in 2022. Only 20% said 

their program was early stage this year, compared 

to 27% in 2022. Today’s stringent regulatory 

environment, combined with societal expectations 

for greater transparency, require more compliance 

rigor than ever before. Thus, it is a good sign that 

an increasing share of respondents classified their 

programs as mature. 

1 Program maturity

Mature: Programs classified as managing 
or optimizing

Early Stage: Programs classified as 
underdeveloped or defining

BASE: ALL QUALIFIED RESPONDENTS (n=1,315)
Which of the following statements best describes your organization’s Risk & Compliance program?

Defining: It has a few HQP elements, but still lacks many important attributes

Managing: It contains many HQP elements and can be considered effective or good, but not a HQP that is managed well 

Optimizing: It contains the majority of, if not all, HQP elements

Adapting: It contains a number of HQP elements reflecting some important attributes, but with room to further mature

Underdeveloped: It is new and/or lacks many high-quality program (HQP) elements

R&C program maturity

2023 22%14% 27% 31%6%

2022 17%17% 35% 21%10%

2 https://www.justice.gov/criminal-fraud/page/file/937501/download

https://www.ethics.org/knowledge-center/hqp-measurement-framework/
https://www.ethics.org/knowledge-center/hqp-measurement-framework/
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Respondents in France (25%) and the United States 
(23%) were more likely to describe their organizations 
risk and compliance program as optimizing than 
Germany (16%). Germany-based respondents were 
more likely than these geographies to describe their 
program in the middle maturity category of adapting. 

The data also shows that program maturity often 
aligns with strong board- and executive-level 
engagement. A deeper analysis of the roughly half of 
the responses from those who classify their program 
as mature reveals the following: 

• 67% deliver periodic reports to the board                   
of directors

• 55% have compliance experience or expertise 
represented on their board 

• 52% participate in private sessions with a board-
level committee

• 25% indicate that Compliance is an independent 
function reporting directly to the CEO or board

Among all respondents, a similar number of 
respondents (22%) reported that Compliance is 
independent and reports to executive leadership. 

Respondents in the U.S. (21%) and the U.K. (22%) 
were the most likely to say that their compliance 
functions were housed in multiple departments, 
compared to 10% of respondents in Germany and 9% 

of respondents in France.   

Program maturity (continued) 1
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While it is beyond the scope of this research to 
determine whether program maturity is a cause or 
result of executive-level interest, it seems logical 
that more mature programs would produce data 
and results with strategic implications worthy of 
executive attention. It is also quite possible that a 
sophisticated board might require a more mature 
compliance program be in place and expect regular 
reporting on its performance. This is reflected in 
ECI’s model, which specifically identifies board 
engagement as a factor in moving a program to 
greater levels of maturity.

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Where is your organization’s compliance function housed?

It is an independent function reporting to the CEO
and/or board of directors

Within the IT/data security/data privacy

Within the legal department

Within the human resources department

Within the internal audit department

Within the finance department

Under another business function

It is split across multiple departments

Don’t know

22%

18%

17%

9%

6%

5%

3%

18%

2%

Department where compliance function resides

Program maturity (continued) 1
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It will come as no surprise to readers of this report 

that information security (InfoSec) continues to be a 

major concern for the compliance function. 

As organizations of every size become more digitally 

dependent and connected – both internally and to 

their suppliers – it is no longer reasonable to consider 

InfoSec an isolated IT risk. Similarly, the compliance 

function is embracing the fact that InfoSec is 

becoming one of their most pressing compliance 

risks. To fully understand and mitigate these risks 

requires access to, and influence over, business 

processes that may have historically lived exclusively 

within IT. 

This year’s findings demonstrate the importance 

of collaboration between the two roles, along 

with a compliance risk landscape that is tilting 

increasingly toward InfoSec and data privacy 

concerns. Simply put, the chief compliance officer 

(CCO) and chief information security officer (CISO) are 

interdependent, and IT-risk prevention requires them 

to work together.

Increase in InfoSec issues as well 
as data privacy concerns

Three in ten (30%) respondents said their 
organization experienced a data privacy/
cybersecurity breach in the past three years, the 
most common compliance issue experienced over 
that period. This is a substantial increase from 2022, 
when 22% of respondents said their organization had 
experienced a data privacy/cybersecurity breach over 
the prior three years.

This increase in self-reported cyberattacks comes 
as the world of work has shifted dramatically, and 
permanently, for many organizations. As mentioned 
in last year’s report, there are lingering impacts 
of the COVID-19 pandemic. One of these is the 
transition to remote, then hybrid, work models.  As 
noted elsewhere in this report, a striking 93% of 
respondents said their organization continues to 
have at least some employees working remotely. 
This hybrid work model introduces ethical 
concerns – think quiet-quitting or unauthorized 
“moonlighting.” But it also introduces InfoSec 
issues that require more or different employee 
training to mitigate risks. Compliance and IT must 
be partnered and  fully aligned to ensure employees 
adhere to expected ethical standards and observe 
data security procedures in the new remote and                           
hybrid-work environment.

2 Interdependence of Compliance, Data Privacy and 
IT/Information Security

https://www.navex.com/blog/article/navex-rc-benchmark-finding-the-lingering-impact-of-covid-19/
https://www.navex.com/blog/article/navex-rc-benchmark-finding-the-lingering-impact-of-covid-19/


15   //   2023 State of  Risk & Compliance  Report NAVEX.COM

As in years past, respondents rated Data Privacy, 

Protection & Security at effectively the same level 

of importance as Regulatory Compliance in 2023. 

Specifically, 59% of respondents ranked the data 

privacy issue at the highest-possible priority level of 

absolutely essential while 58% of respondents ranked 

Regulatory Compliance at the highest priority level.

This finding holds true across the geographic 

areas of focus for this report, with France, 

Germany, the United Kingdom and the United 

States all showing alignment with data privacy 

and regulatory compliance in the top areas of 

priority for organizations, though those in the U.S. 

appear to place even greater importance than their                    

European counterparts. 

Interdependence of Compliance, Data Privacy and IT/Information Security (continued) 2

BASE: ALL QUALIFIED RESPONDENTS  (n=1,315)
Has your organization experienced any of the following compliance issues in the past 3 years? Please select all that apply.

A data privacy/cybersecurity breach

Legal or regulatory action taken against the 
organization by a governing body

Adverse media coverage of an ethics or compliance issue

Third party ethics or compliance failure

Substantiated employee litigation against the organization

Reputational damage due to an ethics
or compliance violation

Other

None – My organization has not experienced
any compliance issues in the past 3 years

Regulatory or stakeholder demand for ESG 
transparency and reporting     21%

19%

18%

18%

17%

16%

1%

37%

30%

Compliance issues in the past three years
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Interdependence of Compliance, Data Privacy and IT/Information Security (continued) 2

In our opinion, this alignment of priorities tracks 

with recent cybersecurity predictions by research 

and advisory firm Gartner® (Gartner Press Release, 

“Gartner Unveils Top Eight Cybersecurity Predictions 

for 2023-2024,” March 28, 2023. https://www.

gartner.com/en/newsroom/press-releases/2023-

03-28-gartner-unveils-top-8-cybersecurity-

predictions-for-2023-2024): “Organizations are 

beginning to recognize that a privacy program 

can enable them to use data more broadly, 

differentiate from competitors, and build trust with 

customers, partners, investors, and regulators. 

Gartner recommends security leaders enforce a 

comprehensive privacy standard in line with GDPR to 

differentiate in an increasingly competitive market 

and grow unhindered.” 

We think this as an area where Compliance and 

InfoSec will be working very closely together, 

with data privacy so high on the list of priorities                   

for Compliance.

6% 20%

7% 19%

8% 16%

7% 20%

8%

2%

3%

3%

3%

3% 14%

25%

26%

12%

59%

58%

32% 44%

35% 36%

33% 37%

33% 39%

33% 35%

29% 43%

95%

95%

91%

91%

At Least
Important

3%
1%

10%3%

5% 15%

90%

88%

88%

86%

1%

2%

2%1%

1%

1%

2%

1% 2%

1%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
How important are the following compliance issues to your organization?

Not importantDon’t know

Important Very important

Somewhat important

Absolutely essential

4% 

5% 

8% 

83%

85%

76%

8% 71%

10% 71%

11% 72%

11% 68%

12% 72%

VERY IMPORTANT/ABSOLUTELY ESSENTIALNOT IMPORTANT/SOMEWHAT IMPORTANT

Regulatory compliance

Data privacy, protection 
and security

Harassment and
discrimination

Organizational culture

Conflicts of interest

Diversity, equity
and inclusion

Whistleblowing, reporting
and retaliation

Bribery, corruption
and fraud

Importance of compliance issues to organization

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved.

https://www.gartner.com/en/newsroom/press-releases/2023-03-28-gartner-unveils-top-8-cybersecurity-predictions-for-2023-2024
https://www.gartner.com/en/newsroom/press-releases/2023-03-28-gartner-unveils-top-8-cybersecurity-predictions-for-2023-2024
https://www.gartner.com/en/newsroom/press-releases/2023-03-28-gartner-unveils-top-8-cybersecurity-predictions-for-2023-2024
https://www.gartner.com/en/newsroom/press-releases/2023-03-28-gartner-unveils-top-8-cybersecurity-predictions-for-2023-2024
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Interdependence of Compliance, Data Privacy and IT/Information Security (continued) 2

InfoSec tops training priorities

In another telling example of InfoSec’s priority for 

Compliance, respondents most commonly indicate 

that Cybersecurity is a planned training topic over 

the next two-to-three years, narrowly edging out 

Ethics and code of conduct training for the top spot. 

Interestingly, Data privacy was the third-highest 

planned training, putting it above Harassment           

and discrimination. 

The findings are similar when looking at the 

breakdown of more granular training subtopics. 

Forty-nine percent of respondents indicated planned 

training around Remote work – cybersecurity, 

essentially tied with those saying they planned 

training around Sexual harassment in the next two-to-

three years.  

Looking at regional data, U.S. respondents were 

most likely, at 64%, to indicate their organization 

planned cybersecurity training in the next two-to-

three years. Only 47% of respondents in Germany said 

their organization planned the same, along with 57% 

from France and 56% from the U.K. Sixty-two percent 

of U.S. respondents said their organization planned 

training around data privacy over the same period, 

compared to 54% in Germany and 46% in the U.K.   

and France.  
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Interdependence of Compliance, Data Privacy and IT/Information Security (continued) 2

This is all fascinating given the fact that Europe has 

more focus and stringent regulations around data 

protection than the U.S. from a privacy perspective, 

but European respondents to this survey seem to 

indicate less focus on losing the data via breach 

where data has the highest likelihood of exploitation. 

These results reveal a scenario where professionals 

across different R&C disciplines must collaborate 

closely to ensure that the training provided is aligned 

with the organization’s specific InfoSec risks. 

60%

58%

57%

52%

48%

44%

41%

40%

39%

33%

32%

24%

3%

2%

2%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
On which of the following compliance topics will your organization provide training in the next 2–3 years? Please select all that apply.

Cybersecurity

Ethics and code of conduct

Data privacy

Harassment and discrimination

Diversity, equity and inclusion

Conflicts of interest

Confidential information and intellectual property

Environmental health and safety

Whistleblowing, reporting and retaliation

Antibribery and corruption

Financial integrity (e.g., AML, insider trading and fraud)

Antitrust and competition law

Other

Don’t know
None – My organization is not providing training on any 

compliance topics in the next 2–3 years

Compliance topics will train on in the next 2-3 years 
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Interdependence of Compliance, Data Privacy and IT/Information Security (continued) 2

Managing InfoSec risk is essential 
to business success

29% 95%

94%

94%

93%

At Least
Important

30%

13%

12% 52%

53%

18%4%

5%

37% 38%

15% 34% 45%

92%5% 17% 35% 40%

92%5% 18% 37% 37%

91%7% 18% 39% 34%

90%7% 17% 32% 42%

89%8% 21% 41% 27%

84%10% 21% 34% 29%

1%

4%

1% 1%

2% 1%

1% 2%

1% 2%

1%

1%

1% 1%

1% 2%

1% 4%

BASE: KNOWLEDGEABLE ABOUT RISK MANAGEMENT (n=1,066)
How important is the management of the following risk areas to your organization?

Not importantDon’t know Important

Very important

Somewhat important

Absolutely essential

5% 

5% 

5% 

82%

82%

75%

6% 79%

7% 76%

6% 74%

8% 73%

8% 73%

10% 68%

15% 63%

VERY IMPORTANT/ABSOLUTELY ESSENTIALNOT IMPORTANT/SOMEWHAT IMPORTANT

1%

4%

2% 2%

Data privacy

IT/information security risk

Operational risk

Compliance risk

Reputational risk

Business continuity

Audit

Health and safety

Third-party risk (e.g., vendor,
supplier, business associate)

Environmental, social
and governance (ESG)

Importance of management of risk areas
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Interdependence of Compliance, Data Privacy and IT/Information Security (continued) 2

More than half of respondents said managing 

Data privacy and IT/information security risk were 

absolutely essential to their organization. Again, this 

puts InfoSec at the top of the priority list, above 

Operational risk and Compliance risk.  

The importance of InfoSec risk, data privacy and 

its implications for R&C professionals cannot be 

overstated. The necessity of Compliance working 

closely with the IT/ InfoSec function is crucial and 

will only grow in importance. Fortunately, more 

than two-fifths of respondents (42%) said the 

relationship between Compliance and IT was strong 

in their organization. The same proportion said the 

relationship was periodic, and driven by specific 

IT security risk compliance requirements. While 

there is always room for improvement, this does 

mean 84% of respondents indicate there is strength 

in the Compliance and InfoSec relationship – an 

encouraging sign. Looking at regional differences, 

respondents in Germany were less likely to say their 

Compliance and InfoSec relationship was strong, with 

only 28% indicating such a dynamic.

Going forward, interdependence between IT and 

Compliance will only increase. Noting that a key 

focus of strong compliance programs is to support a 

strong culture, successful companies will embrace 

cybersecurity and data protection as part of their 

culture, just like the expectation of ethical behavior 

and adherence to company policies. By closely 

coordinating the efforts of the CCO and CISO, 

organizations can better manage risk, address 

privacy regulations, and create a cohesive culture.

BASE: ALL QUALIFIED RESPONDENTS (n=1,315)
Which of the following statements best describes compliance function's relationship with the information security function / 
Chief Information Security Officer (CISO) at your organization?

The compliance function is responsible for information security 

Periodic: specific to IT security compliance and risk management requirements  

Strong: regular meetings and information sharing

Occasional: little or no relationship, the functions operate separately

Not Sure

42%3% 11% 42%3%

Compliance function's relationship with Information Security
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Findings from this year’s survey show that most 

respondents believe their senior leaders take their 

role in encouraging compliance seriously. Three-

quarters of respondents indicated that senior leaders 

encourage compliance within the organization, 

and nearly as many report that senior leaders 

demonstrate their commitment to compliance to 

employees. Overall, this is an encouraging sign to see 

senior leadership holding strong in their commitment 

to compliance. 

However, the disconnect between the demonstrated 

commitment to compliance efforts, and the 

persistence of this commitment in the face of 

competing interests and business objectives, 

continues as we have seen in past surveys. While 

overall, 70% of respondents said senior leaders 

demonstrated a commitment, only 47% said the 

commitment persisted in the face of competing 

interests or objectives. It is also notable that, 

while 52% of U.S. respondents said senior leaders 

persisted in their commitment in the face of 

competing interests, only 33% in France, 34% in 

Germany and 41% in the U.K. said the same.

3 Senior management commitment to ethics 
and compliance

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Which of the following statements are true about your organization’s senior leadership? Please select all that apply.

We have encouraged compliance within 
my organization

We have demonstrated commitment to 
the company’s compliance efforts

We have modeled proper behavior to subordinates

We have persisted in that commitment in the face 
of competing interests and/or business objectives

None of the above

75%

70%

59%

47%

3%

Senior leadership role in compliance
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Senior management commitment to ethics and compliance (continued) 3

As another reflection of leadership’s commitment, 

a combined 74% of respondents indicated 

their organization had established a board- or 

management-level committee to address enterprise-

wide risk integration, (34% and 41% respectively). 

Leadership seems to be prioritizing this issue.  

74% Yes

Have a committee to address risk integration enterprise-wide

34%

41%

10%

11%
4%

BASE: KNOWLEDGEABLE ABOUT RISK MANAGEMENT (n=1,066)
Does your organization have a committee to address risk integration enterprise wide?

No, we are not pursuing this strategy at this time Don’t know

Yes, a management level committee No, but we are planning to do soYes, a board level committee
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Senior management commitment to ethics and compliance (continued) 3

Management’s declining 
commitment is a red flag

While senior management commitment to ethics 

and compliance is encouraging, it appears that this 

commitment is somewhat lower among mid-level 

management, as all measures in this area have 

slipped compared to 2022.

77%

48%

21%

6%

9%

5%

69%

39%

27%

22%

22%

9%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Which of the following statements are true about your organization’s managers? Please select all that apply.

We have demonstrated commitment to the 
company’s compliance efforts

We have persisted in that commitment in the face of 
competing interests and/or business objectives

We have tolerated greater compliance risks in 
pursuit of new business and/or greater revenues

We have encouraged employees to act unethically 
to achieve a business objective

We have impeded compliance personnel from effectively 
implementing their duties

None of the above

2023 2022

Management role in compliance
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Senior management commitment to ethics and compliance (continued) 3

Specifically, respondents indicated that, among 

management, “commitment to compliance efforts” 

and “commitment in the face of competing interests” 

dropped by 8 and 9 percentage points respectively. 

The data also suggests that organization’s tolerance 

for greater compliance risk, unethical behavior 

and impediments to compliance personnel all 

increased in 2023 – in some cases by as much as 16     

percentage points. 

Interestingly, respondents in Germany were much 

more likely to call out negative behaviors among 

managers – 45% said managers tolerated greater 

compliance risk in the pursuit of business objectives; 

39% said managers encouraged employees to 

act unethically; and 44% said managers impeded 

compliance personnel from doing their duties.

This dissonance between perceived leadership 

commitment to compliance and what respondents 

say is the behavior at the mid-manager level is 

concerning, especially given the precipitous drop 

seen in the 2023 data. One possible explanation is 

that managers feel unusually high pressure from 

leadership to reach business objectives, while 

executive leadership is unaware of the ethical and/

or compliance compromises being made to achieve 

those objectives. 
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This year, respondents indicated there is plentiful 

data available to help successfully inform and operate 

their risk and compliance program. Yet the extent 

to which organizations are efficiently leveraging 

that data to achieve desired outcomes is a more 

complicated story.

A substantial majority of respondents (69%) said 

their access to sources of data to monitor and/or 

test policies, controls and transactions was either 

sufficient or very sufficient, the top two options to 

indicate positive performance. Only 9% said their 

access was either not at all sufficient or not very 

sufficient, the lowest of the options.

4 Access to and use of cross-functional data

It is good news that most respondents feel they have 

sufficient access to needed data. Today’s digital-

oriented, dispersed and supply chain-dependent 

business operations require risk and compliance 

professionals to have visibility and influence over   

far-flung aspects of the organization. 

3% 7% 26% 43% 22%

2% 7% 22% 44% 25%

3% 9% 26% 41% 21%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
How would you rate your organization’s program access to each of the following?

Not at all sufficient Somewhat sufficient

Sufficient Very sufficient

Not very sufficient

Access to sources of data to monitor and/or 
test policies, controls and transactions

Funding to audit, document, analyze and 
act on the results of the compliance efforts

Staffing to audit, document, analyze and
act on the results of compliance efforts

Organization program access

9% 69%
VERY SUFFICIENT/SUFFICIENTNOT AT ALL/NOT VERY SUFFICIENT

10% 65%

12% 62%
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Access to and use of cross-functional data (continued) 4

Separately, 59% said their risk assessment is 

informed by continuous access to operational data 

across business functions. This is a slightly different 

framing than the question regarding overall access to 

data – risk assessments involve the reconciliation of 

different “languages” of risk across different business 

units, making it uniquely complex. Again, it is good 

to see most respondents indicating that their risk 

assessment benefits from visibility across those 

silos. Seven out of ten also said their risk assessment 

is kept current and subject to periodic review.

It is current and subject to periodic review

It is informed by continuous access to 
operational data across business functions

It has resulted in a risk-tailored resource allocation 
that devotes greater time and scrutiny to 

high-risk areas and transactions

None of the above

Organization risk assessment

71%

59%

46%

3%

BASE: ORGANIZATION USES RISK ASSESSMENT RESULTS (n=666)
Which of the following are true about your organization’s risk assessment? Please select all that apply.

While these findings suggest that nearly 7 out of 

10 respondents feel they have access to the data 

their programs need, far fewer indicate they have a 

purpose-built solution to administer various program 

aspects. Ethics & Compliance Training and Hotline 

and Incident Management are most likely to have a 

purpose-built solution (34%), Disclosure Management 

and Third-Party Risk Monitoring ranked the lowest 

(24% and 25% respectively). Depending on the 

program element, between 12% and 28% are still 

using a paper-based method to manage the data. 

This makes it difficult for a substantial number of 

programs to efficiently manage, analyze and leverage 

the operational data they are bringing in. This results 

in a lost opportunity to increase efficiency and 

program impact, which can only be achieved through 

automation. Respondents at larger organizations 

– those with 5,000 or more employees – were 

consistently more likely than those at smaller firms to 

indicate their program used a purpose-built solution.
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As noted in our section on program maturity, 

nearly 20% of respondents said their compliance 

function is spread across multiple departments. 

While the consolidation of compliance into a single, 

dedicated business function will continue to vary, 

the endurance of these distributed operating 

models further highlights the value of effective data                     

analysis capabilities. 

Looking toward the future, it appears that most 

respondents feel they have the resources to achieve 

their goals around data access and utilization. 

Sixty-five percent of respondents said they had 

either sufficient or very sufficient funding to 

audit, document, analyze and act on the results of 

compliance efforts. A similar share said the same for 

their access to staffing. 

Access to and use of cross-functional data (continued) 4

Administration of E&C program elements

Ethics & 
Compliance 

Training

Policy &
Procedure

Management

Program 
Analytics & 

Benchmarking

Third-Party
Risk

Monitoring

Disclosure
Management

Hotline &
Incident

Management

Code of
Conduct

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
How does your organization primarily administer the following Ethics and Compliance program elements?

34%

44%

15%

29%

43%

21%

27%

42%

13%

25%

42%

13%

24%

41%

10%

34%

41%

13%

30%

38%

28%
12% 14% 19%

11%5%
1%

4%
2% 6% 6% 6% 2% 3%

1%

We don’t have thisPaper-based Don’t knowPurpose-built solutionOffice productivity/ERP software



28   //   2023 State of  Risk & Compliance  Report NAVEX.COM

Now that the most disruptive period of the COVID-19 

pandemic appears to be behind us, organizations 

have had the opportunity to assess its impact on 

the workplace. Most significantly, the transition to 

remote work at the beginning, and the endurance of a 

hybrid model now. 

Last year, 30% of survey respondents indicated their 

organizations would likely return to in-office working 

conditions. An additional 56% predicted a hybrid, 

in-office/work-from-home scenario. This year, fully 

93% of respondents said their organization is now 

implementing at least a hybrid work model, if not   

fully remote.  

These dynamics are extremely important for R&C 

professionals. Remote workers are typically under 

less direct supervision, which could make it more 

difficult to observe policy and code of conduct 

violations or other undesired behaviors. It also, as 

noted earlier, presents more IT security risks.

Further, reporting patterns are also affected. For 

example, “open door” reporting is difficult for remote 

workers. Remote and hybrid work may also play a role 

in motivating employees to use the internal reporting 

system more. According to NAVEX’s 2023 Hotline & 

Incident Management Benchmark Report, this past 

year’s reporting levels were the highest ever at 1.47 

per 100 employees. 

5 Post-COVID hybrid work model

BASE: ALL QUALIFIED RESPONDENTS (n=1,315)
What percentage of your organization’s employees currently work remotely?

1–25%

51–75%

76–100%

26–50%

0%

9%

34%

35%

7%

Have employees 
who work remotely

93%
15%

Currently working remotely

https://www.navex.com/en-us/resources/benchmarking-reports/risk-compliance-hotline-incident-management/?RCAssetNumber=11051
https://www.navex.com/en-us/resources/benchmarking-reports/risk-compliance-hotline-incident-management/?RCAssetNumber=11051
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Post-COVID hybrid work model (continued) 5

With respect to remote work’s effect on corporate 

culture, the news continues to be good. Last year, 

62% of respondents said this flexible working 

arrangement, work-from-home or hybrid had a 

positive impact on workplace culture. This year, 

nearly three-quarters (73%) say it has a somewhat or 

very positive impact. Another 10% feel the work-from-

home model had no impact, and only 14% said the 

shift has been negative. Respondents in France and 

Germany were most likely to cite either a “somewhat 

positive” or “very positive” cultural impact from work-

from-home, at 83% and 79% respectively. 

2% 12% 42% 31%10%

14% Negative Impact 73% Positive Impact

BASE: ORGANIZATION’S EMPLOYEES CONTINUE TO WORK REMOTELY (n=1,222)
How much of a positive or negative impact have work-from-home models had on your workplace culture overall?

Very negative impact No impact/no change

Somewhat positive impact

Somewhat negative impact

Very positive impact

Impact work-from-home models had on workplace culture
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The much-discussed EU Whistleblower Protection 

Directive, meant to protect whistleblowers who 

report misconduct from retaliation, is currently in 

implementation across all member states. Yet despite 

this regulatory pressure, survey responses paint a 

puzzling picture – that compared to respondents in 

the U.S., European respondents indicated relatively 

lower prioritization of non-retaliation, whistleblowing 

and related program elements.

More the half of all respondents indicated that 

Whistleblowing, Reporting & Retaliation was either 

a very important or absolutely essential compliance 

issue for their organization, with the following 

distribution in select countries:  U.S. 71%, U.K. 66%, 

France 60%, Germany 59%. 

Experienced R&C professionals know that a strong 

non-retaliation policy is necessary for a reporting 

program to work.  However, only 61% of U.S. 

organizations indicated they had a non-retaliation 

policy in place as a part of their confidential reporting 

and investigatory program. In Germany, 41%, 

followed by the U.K. at 36% and France with only 

27% indicating there is a non-retaliation policy at           

their organization.    

6 Despite regulatory pressure, Europe lags U.S. 
in focus on retaliation protection 

Whistleblowing, reporting and retaliation

France Germany U.K. U.S.TOTAL

60% 59% 66% 71%68%

27% 41% 36% 61%51%

49% 47% 50% 61%54%

38% 45% 49% 66%58%

France Germany U.K. U.S.TOTAL

Issue rated very important or absolutely 
essential to the organization

Data privacy included in ESG program

Select policies implemented

A non-retaliation policy a part of their confidential 
reporting and investigatory program

Planning ethics & code of conduct training 
in the next 2-3 years
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Despite regulatory pressure, Europe lags U.S. in focus on retaliation protection (continued) 6

Without a strong, well-communicated, trusted non-

retaliation policy, reporters may not feel safe using 

an internal system to report misconduct. This reality 

cuts across regulatory borders, but the additional 

pressure of the currently unfolding EU Whistleblower 

Directive would seem to have prompted a stronger 

response among EU-located respondents.

A deeper analysis of responses about planned 

training also raises red flags. Consider that Ethics 

& Code of Conduct training is likely where a non-

retaliation policy would be covered. In the U.S., 

66% of respondents said their organization planned 

training in that category in the next two-to-three 

years. Respondents in Germany said the same at 

a rate of only 45%, and only 38% of respondents in 

France said their organization planned Ethics & Code 

of Conduct training over that period. 

And, despite nearly 40% of respondents indicating 

their organization’s headquarters was based 

in Europe, respondents put training on the EU 

Whistleblower Directive near the bottom overall 

in terms of their organization’s planned training 

subtopics in the next two-to-three years.

Finally, it is interesting to note that more respondents 

indicate that their organizations have data privacy 

included in their ESG program than have a non-

retaliation policy as a part of their confidential 

reporting and investigatory program (as referenced 

in the earlier charts). The gap is especially wide in 

Europe. There is a seeming disconnect between 

the intent of the EU Whistleblower Directive – 

whistleblower protection – and the focus many 

organizations are taking. 
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Policy and procedure 
management

Training on policies remains top – though 
diminishing – challenge
As in 2022, respondents said training employees 

on policies (42%) and aligning policies to changing 

regulations (38%) were among the top three policy 

management challenges for their organizations. This 

comes as no surprise. The pace and complexity of 

regulatory change seem to accelerate every year, 

requiring organizations to be increasingly agile 

to keep up. This shifting landscape also requires 

organizations to provide increasingly robust 

employee training at-scale. 

This finding shows improvement over 2022 as fewer 

respondents said training employees on policies was 

a top policy management challenge in 2023 (42%) 

versus 2022 (48%). 

7 Program-specific Elements

Top policy management challenges

Training employees on policies

Aligning policies with changing regulations

Providing easy access to current policies and procedures

Adapting policy and procedure development, distribution and 
attestation measures to the needs of a largely at-home workforce

Creating and updating documents easily

Managing version control and policy redundancy

Managing records

None – My organization does not have any policy management challenges

Other

Connecting policies to an incident management system

42%

38%

28%

27%

27%

26%

23%

22%

11%

1%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
What are your organization’s top policy management challenges? Please select your top three challenges.



33   //   2023 State of  Risk & Compliance  Report NAVEX.COM

Program-specific elements (continued) 7

Tracking policy access is most vulnerable 
performance area
Between 50% and 67% of respondents chose either 

excellent or very good to describe their policy and 

procedure management program’s performance 

across a variety of areas. Tracking access to 

various policies and procedures to understand what 

policies are attracting more attention from relevant 

employees seems to be especially tricky; such 

tracking can be a useful risk signal to identify areas 

of employee questions or concerns. Tracking this 

access is also an expectation of the U.S. Department 

of Justice in their guidance on Evaluation of 

Corporate Compliance Programs.3

5% 14% 19%29% 32%

10% 12% 17%28% 33%

6%2% 25% 41%

27%9%

8%

37%3%

4%

24%

29% 37% 22%

4% 9% 27% 36%

3% 10% 28% 38%

23%

20%

26%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
How would you rate your organization’s compliance program’s performance in the following areas of policy and procedure management?

Poor Good Very good ExcellentFair

Developing policies that reflect and deal 
with legal and regulatory risks

Communicating policies and procedures to 
employees and third parties

Providing guidance and training to key gatekeepers 
in the control process (e.g., those with approval 

authority or certification)

Publishing policies and procedures in a 
searchable format for easy reference

Consulting with business units on policy
and procedure design

Addressing linguistic or other barriers to 
employees’ access

Tracking access to various policies and procedures 
to understand what policies are attracting more 

attention from relevant employees

Rating organization’s compliance program’s performance in terms 
of policy & procedure management

8% 92%
GOOD/VERY GOOD/EXCELLENTPOOR/FAIR

12% 88%

12% 88%

13% 87%

14% 86%

19% 81%

22% 78%

3 https://www.justice.gov/criminal-fraud/page/file/937501/download
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Program-specific elements (continued) 7

Key country differences
Some aspects of policy and procedure management 

rated more positively across different countries, 

according to respondents. For example, respondents 

from Germany rated communication of policies 

to third parties higher than respondents from 

France. Differences were also evident in the 

metrics used to measure effectiveness of policy                    

management programs.

France Germany U.K. U.S.TOTAL

France Germany U.K. U.S.TOTAL

Areas of policy and procedure management of 
an organization's compliance program's 
performance rated excellent or very good

Metrics used to measure effectiveness of 
policy management programs

30% 44% 35% 33%34%Employee accessibility to search and find 
policies quickly

55% 44% 33% 38%39%Improved efficiencies in completing policy 
management tasks

44% 38% 29% 33%33%Reduction in policy-driven compliance failures

26% 41% 41% 33%34%Policy contribution to improve organizational/ 
employee culture

16% 36% 36% 29%29%Reduction in legal and regulatory fines

55% 70% 61% 61%61%Communicating policies and procedures to 
employees and third parties

54% 67% 68% 70%67%Developing policies that reflect and deal 
with legal and regulatory risks

47% 68% 50% 51%52%Addressing linguistic or other barriers to 
employees' access
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Ethics and compliance training 

Many cite weaker protocols in evaluating 
training impact
A significant majority of respondents indicated that 

their E&C training programs were at least good across 

different program aspects. As a positive standout, 

nearly a quarter (23%) rated their program at the top 

level of excellent when it came to offering employees 

a channel to ask follow-up questions as they arise out 

of training. The same share rated their program as 

excellent in offering training in a manner and language 

appropriate for the audience. 

Yet looking at the opposite end of the spectrum, 

nearly a quarter (24%) of respondents said their 

program was either fair or poor in measuring the 

impact of training on employee behavior and/or 

operations. This is an area where a well-integrated 

R&C program can have an advantage. Has relevant 

training impacted the rate of reporting for a particular 

issue across a certain job class or work site? Has 

training on incident reporting led to an increase in 

reporting rates? R&C professionals who can look 

at these metrics through a cohesive system are 

more likely to be able to measure the impact of                  

their training. 

5% 10% 28% 35%

28%11%

11%

33%5%

5%

23%

28% 36% 20%

12%6% 27% 34% 21%

12%6% 29% 33% 19%

13%5% 28% 34% 20%

12%9% 29% 31% 19%

23%

13%9% 28% 31% 19%

14%10% 27% 31% 19%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
How would you rate your organization's performance in the following aspects of ethics and compliance training?

Poor Good Very good ExcellentFair

Offering a process by which employees can 
ask questions arising out of the trainings

Training offered in the form and language 
appropriate for the audience

Different or supplementary training for 
supervisory employees

Tailoring training for high-risk
and control employees

Offering shorter, more targeted training
 (i.e., micro-learning)

Testing employees on what they’ve learned

Addressing employees who fail all or a part of testing

Measuring the effectiveness of training measures

Measuring the impact of training on employee 
behavior and/or operations

Rating organization’s performance in terms of ethics & compliance training

15% 58%
EXCELLENT/VERY GOODPOOR/FAIR

15% 56%

16% 56%

18% 55%

18% 52%

18% 54%

21% 50%

22% 50%

24% 49%

Program-specific elements (continued) 7
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Key country differences
R&C professionals in Germany were more likely to 
say their ability to measure the impact of training on 
employee behavior and/or operations was excellent 
or very good than those in France and the U.S. In the 
U.S., respondents said they were more likely to be 
offering training on certain high-priority compliance 
topics in the next two to three years. 

Measuring the impact of training on 
employee behavior and/or operations 

France Germany U.K. U.S.TOTAL

48% 63% 53% 47%49%

57% 47% 56% 64%60%

38% 45% 49% 66%58%

46% 54% 46% 62%57%

France Germany U.K. U.S.TOTAL

Aspects of ethics and compliance training 
rated excellent or very good

Ethics & Code of Conduct

Compliance topics that organizations will 
provide trainings for in the next 2-3 years

Cybersecurity

Data privacy

Program-specific elements (continued) 7
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Hotline and incident management 

Use of metrics and analytics requires 
attention and support
A significant majority of respondents said their 

organization is at least good in the various elements 

of a hotline and incident management program 

(82-90%). In addition, between 21% and 27% of 

respondents rated individual program elements at the 

top level - excellent. 

A well-functioning, trusted mechanism to receive 

and investigate allegations of misconduct is a key 

element of an effective risk and compliance program. 

Seeing that a significant majority of respondents 

consider their program elements at least good is a 

very positive signal for our industry. 

These findings also show that some programs have 
an opportunity to increase their positive impact on 
the organization by moving program elements closer 
to the excellent end of the spectrum. This appears 
to hold most true for leveraging metrics and data 
– nearly one-in-five respondents (18%) said their 
program was either poor or fair in “using metrics to 
ensure responsiveness.” For those looking to better 
understand how to measure and benchmark their 
hotline and incident management programs, NAVEX’s 
2023 Hotline & Incident Management Benchmark 
Report provides extensive guidance. 

Program-specific elements (continued) 7

https://www.navex.com/en-us/resources/benchmarking-reports/risk-compliance-hotline-incident-management/?RCAssetNumber=11051
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Program-specific elements (continued) 7

Rating organizations compliance program performance 
in terms of hotline and incident management 

3% 7% 27% 36% 27%

3% 8% 26% 37% 26%

3% 10% 27% 37% 23%

4% 10% 29% 32% 25%

3% 10% 27% 35% 26%

3% 10% 28% 36% 24%

4% 10% 30% 33% 24%

4% 9% 30% 35% 22%

4% 10% 28% 34% 24%

6% 11% 26% 36% 21%

6% 12% 28% 33% 21%

7% 12% 27% 32% 23%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
How would you rate your organization’s compliance program’s performance in the following aspects of hotline and incident management?

Poor Fair Good Very Good Excellent

Ensuring accountability of investigations

Monitoring the outcome of investigations

Tracking information from reporting mechanisms

Collecting information from reporting mechanisms

Using information from reporting mechanisms

Periodically analyzing reports for patterns
of misconduct

Assessing reporting processes effectiveness

Assessing the seriousness of allegations received

Ensuring proper investigations are conducted 
(i.e., investigations which are independent, 

consistent, objective and documented)

Properly scoping investigations

Generating awareness of, and comfort with, 
your anonymous reporting mechanism

Using metrics to ensure responsiveness

10% 90%
GOOD/VERY GOOD/EXCELLENTPOOR/FAIR

11% 89%

13% 87%

14% 86%

18% 82%

13% 87%

13% 87%

13% 87%

14% 86%

14% 86%

17% 83%

17% 83%
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Non-retaliation policies and hotlines are 
absent from half, a sharp erosion over     
last year
About half of respondents to this year’s survey did 

not list a non-retaliation policy or a hotline or a 

whistleblower internal reporting channel as an aspect 

of their program. This is an increase over last year, 

possibly because a larger proportion of respondents 

this year came from the EU and U.K. where many 

programs are still in the developing phase.

Respondents from larger organizations – those 

with 5,000 employees or more – were more likely 

to respond as having an internal reporting channel 

in place (60%). Only 46% of respondents at smaller 

organizations said the same. As described in    

NAVEX’s 2023 hotline benchmark report, smaller 

organizations actually see higher overall reports per 

100 employees than larger ones – a well-implemented 

hotline and incident management program is an 

expected program element.  

R&C professionals in the U.S. were more likely than 

their European peers to report having a hotline or 

whistleblower internal reporting channel, at 57% 

which is actually quite surprising in 2023. The next-

highest rate was for respondents in Germany, at 

44%. Respondents in France were the least likely, at 

34%. Also concerning, as noted earlier, is that nearly 

half of organizations do not have a non-retaliation 

policy even though many countries have, or are 

passing, regulations designed specifically to protect 

whistleblowers from retaliation.

54%

51%

51%

44%

35%

32%

30%

*

6%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Which of the following are part of your organization’s confidential reporting and investigatory program? Please select all that apply.

Case management and investigation processes/protocols

A non-retaliation policy

A hotline or whistleblower internal reporting channel

Ability for third parties to report through our hotline

Dashboard analytics to monitor key program KPIs
and pull executive board reports

Industry benchmarking to measure our hotline 
program against our peers

Processes to detect retaliation

Other

None of the above

Confidential reporting and investigations
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Disciplinary actions are not always    
applied fairly
Consistency in discipline is one measure employees 

use when determining their level of trust in their 

organization. However, only 61% of respondents say 

that disciplinary actions and incentives are fairly and 

consistently applied across their organization, and 

far fewer, 40%, said the same process is followed for 

each instance of misconduct. It’s possible this is due 

to the structure in place; only half of respondents 

said their organization’s compliance programs 

are in charge of monitoring investigations and 

can therefore influence the resulting discipline to                         

ensure consistency. 

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Which of the following statements accurately describe your organization’s disciplinary process? Please select all that apply.

Disciplinary actions and incentives are fairly and 
consistently applied across the organization

Our compliance program monitors our investigations
and resulting discipline to ensure consistency

The same process is followed for each
instance of misconduct

None of the above

61%

50%

40%

9%

Organization disciplinary process
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Legal team involvement is rising as an 
obstacle in closing cases
The time it takes to investigate and close a case is 

another metric that employees and others look to 

when assessing their level of trust for an organization 

and the effectiveness of it ethics and compliance 

program. Closing cases efficiently indicates that 

an organization takes allegations of misconduct 

and investigations seriously. Like last year, case 

complexity (35%) and resource constraints (23%) are 

most commonly cited as having the biggest impact on 

the time it takes to close a report. 

Interestingly, and perhaps reflective of the larger 

European sample, more involvement by the legal team 

in case review is also an increasingly salient data 

point. This answer rose significantly by almost three-

fold year-over-year, from 7% to 20%. Respondents 

in Germany were most likely to cite this as their top 

obstacle, at 31%. France respondents still pushed up 

the average, with 24% citing this as their top issue. 

Yet even in the U.S., 18% of respondents chose this 

option in 2023. Looking at these rates, a picture 

emerges that regulatory and legal complexity is a 

significant current challenge for the operations of 

risk and compliance programs. 

Biggest impact on time it takes to investigate and close a report

Case
complexity

Resource
constraints

More 
involvement by 
the legal team 
in case review

Inefficiencies 
in our 

processes

Other Case ownership 
confusions

35%

23%

20%

13%

7%

2%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
What has the biggest impact on the time it takes to investigate and close a report in your organization? Please select one.

Program-specific elements (continued) 7
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Key country differences
Respondents in Germany and the U.S. were more 

likely than their peers in France to rate certain key 

aspects of their hotline and incident management 

program as very good or excellent. Country-specific 

responses varied in affirming various aspects of 

an organization’s disciplinary process. In the U.S., 

respondents were more likely to say they possessed 

certain aspects of a confidential reporting and 

investigatory program. And in France, respondents 

were far more likely than those in Germany and the 

U.K. to cite case complexity as the greatest impact 

for the time needed to investigate and close a report.

France Germany U.K. U.S.TOTAL
Aspects of hotline and incident management 
rated excellent or very good

France Germany U.K. U.S.TOTAL
Accurate description of organization's 
disciplinary process

46% 71% 42% 49%50%Our compliance program monitors our investigations 
and resulting discipline to ensure consistency

46% 56% 67% 65%61%Disciplinary actions and incentives are fairly and 
consistently applied across the organization

42% 51% 33% 38%40%The same process is followed for each 
instance of misconduct

France Germany U.K. U.S.TOTAL
Aspects of organization's confidential 
reporting and investigatory program

27% 41% 36% 61%51%A non-retaliation policy

45% 47% 46% 59%54%Case management and investigation 
processes/protocols

34% 44% 41% 57%51%A hotline or whistleblower internal reporting channel 

44% 32% 37% 47%44%Ability for third parties to report through our hotline

France Germany U.K. U.S.TOTAL
Biggest impact on time it takes to 
investigate and close a report

24% 31% 18% 18%20%More involvement by the legal team in case review

45% 30% 29% 36%35%Case complexity

47% 65% 56% 58%57%Generating awareness of, and comfort with, 
your anonymous reporting mechanism 

48% 70% 62% 66%63%Assessing the seriousness of allegations received

47% 70% 58% 62%60%Properly scoping investigations 
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Integrated risk management and 
approach to third parties

Integrated risk management remains a 
work in progress
Integrated risk management describes a cultural, 

operational and software-driven approach to 

monitoring risks across the business in a cohesive 

way. Currently only about one-quarter of respondents 

(27%) said their organization has a centralized 

integrated risk management program run by senior 

management.  Another third (31%) said they have 

integrated some, but not all, of their capabilities. 

Taken together, this slight majority (58%) have 

taken steps in the right direction. This percentage 

is expected to increase as more organizations adopt 

governance, risk and compliance (GRC) information 

systems that bring the different functions of risk and 

compliance into a single platform.

BASE: KNOWLEDGEABLE ABOUT RISK MANAGEMENT (n=1,066)
How integrated are your organization’s risk integration management capabilities?

We have integrated some of our risk management 
capabilities, but not all

We have a centralized integrated risk management 
program run by senior management

Siloed throughout our organization

Currently siloed, but we are planning to integrate

We have federated integrated risk management program 
run by the business that reports to senior management

Don’t know

31%

27%

16%

13%

8%

5%

Risk integration management capabilities
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Third-party risk management is rated 
positively, with room to optimize
The majority of respondents rate their organization as 

at least good in the various elements of a third-party 

due diligence program (80-88%). This is a positive 

sign at a time when even very small organizations 

can rely on scores of external vendors to accomplish 

basic business processes that are intrinsic to         

their operations. 

Falling towards the bottom of the list is requiring 

compliance training and certifications from third 

parties, where a combined 20% of respondents rated 

their program as either poor or fair. This is indeed 

a challenging area, but an important one, as third 

parties need to operate effectively as an extension 

of the client organization and should evoke the 

same ethos and expectations required of internal 

employees. Still, this is hardly cause for alarm, as 80% 

of respondents said their organizations are at least 

good in this area.

Respondents from larger companies (5,000 

employees or more) were most likely to rate their 

third-party due diligence program elements as very 

good or excellent (55-65%). Only 45-53% of smaller 

organizations (less than 5,000 employees) said the 

same across various program elements.  

Program-specific elements (continued) 7
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Perhaps not surprisingly given the activation of the 

German Supply Chain Act in 2023, more than half 

of respondents in Germany rated their third-party 

due diligence program elements as either very good 

or excellent (53-64%). This included in the area of 

requiring compliance training and certifications 

from third parties, with 59% percent of respondents 

in Germany choosing one of the top-two self-

assessment options, compared to 45% in France.

Program-specific elements (continued) 7

5% 14% 19%31% 31%

5% 14% 18%30% 33%

7% 12% 21%30% 30%

9%2% 31% 35%

33%11%

11%

34%4%

5%

19%

33% 31% 20%

5% 14% 31% 33%

5% 14% 32% 31%

18%

18%

22%
12% 88%

GOOD/EXCELLENT/VERY GOODPOOR/FAIR

15% 85%

16% 84%

18% 82%

19% 81%

19% 81%

19% 81%

20% 80%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
How would you rate your organization’s compliance program’s performance in the following aspects of third-party due diligence?

Poor Good Very good ExcellentFair

Ensuring proper contract forms (i.e., terms 
are specific, appropriate and accurate)

Establishing appropriate business 
rationales for each third-party relationship

Tracking and addressing red flags identified
through due diligence (e.g., adverse media, 
government relationships, sanctions lists)

Performing enhanced due diligence on individual 
third parties based on our organization’s 
definitions of high, medium and low risk

Allocating varying degrees of resources to manage and 
mitigate third-party risk based on their level of risk

Collecting records from third parties prior 
to engagement

Engaging in ongoing monitoring and risk 
management throughout the lifespan of the 

third-party relationship

Requiring compliance training and certifications 
from third parties

Rating of compliance program’s performance of
third-party due diligence
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Organizational approach to third parties 
varies significantly 
In 2023, the majority of respondents (72%) believe 

their third-party due diligence program significantly 

reduces their legal, financial and reputational risks.

3% 6% 18% 28%44%

9% Disagree 72% Agree

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Rate your agreement with the following statement: Our third-party due diligence program significantly reduces our legal, financial and reputational risks.

Somewhat disagree Somewhat agree Strongly agreeNeither agree or disagreeStrongly disagree

Our third-party due diligence program significantly reduces our legal, 
financial and reputational risks

Not surprisingly, there is no universal strategy when 

it comes to dealing with third parties. Less than 3 in 

10 (27%) respondents said their organization applies 

the same risk management approach to all third 

parties regardless of risk level. Another 3 in 10 (26%) 

said their program relies on unique factors during 

the initial onboarding process. And yet another 3 in 

10 (29%) said their organization stratifies risk and 

applies different levels of due diligence based on risk 

throughout the engagement.
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This latter approach is optimal – applying the 

appropriate level of resources to monitoring a third 

party based on the level of risk and extent to which 

that third party is critical to business operations. 

In one positive sign, respondents were less likely to 

say they don’t do anything currently in their approach 

to third parties compared to last year – 7% in 2023, 

down from 12% in 2022.

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Which best describes your organization’s approach to third parties? Please select one.

We stratify risk and apply different levels of due diligence based on 
that risk throughout the engagement

We apply the same approach to all third parties 
regardless of risk level

During the initial onboarding process, we apply risk 
management to each third party based on its unique risk 

We apply risk management to high-risk third parties only

We don’t do anything currently

29%

27%

26%

11%

7%

Organizational approach to third parties
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Key country differences
R&C professionals in the U.S. and U.K. were more 

likely than those in France and Germany to cite 

management of certain key risk areas as very 

important or absolutely essential. Respondents in the 

U.K. France and Germany were more likely than those 

in the U.S. to say their organization has (or plans to 

have) a management level or board level committee 

to address risk integration enterprise wide. Finally, 

levels of integration for various risk management 

capabilities varied across countries, according to 

survey responses.

France Germany U.K. U.S.TOTAL
Management of risk areas as absolutely 
essential or very important

69% 60% 77% 80%76%Reputational Risk

France Germany U.K. U.S.TOTAL
Have a committee to address risk 
integration

92% 90% 90% 80%84%Yes (management or board level) or plan to

France Germany U.K. U.S.TOTAL
Position responsible for managing risk 
integration strategy

17% 13% 22% 14%15%Chief Risk Officer (CRO)

23% 28% 23% 14%18%Chief Risk and Compliance Officer (CRCO)

22% 14% 8% 18%16%Siloed throughout our organization

25% 15% 12% 10%13%Currently siloed, but we are planning to integrate

France Germany U.K. U.S.TOTAL
Level of integration of risk integration 
management capabilities

25% 26% 30% 26%27%We have a centralized integrated risk management 
program run by senior management

20% 31% 34% 32%31%We have integrated some of our risk management 
capabilities, but not all

7% 13% 9% 7%8%We have a federated integrated risk management program 
run by the business that reports to senior management

63% 62% 73% 76%73%Audit

73% 63% 78% 77%75%Operational Risk
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Environmental, social and 
governance 

Large majority of organizations are sizing 
up ESG risks, far more than in the past
Today, nearly one-third of respondents (31%) said 

their organization has conducted a materiality 

assessment and has ESG risks identified; one-fifth 

(22%) said they work with a consulting partner on 

the materiality assessment; and another one-fifth 

(21%) said they are currently undergoing/planning a 

materiality assessment. 

Only a small segment (11%) said their organization 

does not consider ESG risks at all. This is a notably 

sharp drop from 2022 (31%), which could possibly be 

explained in part by the inclusion of more European 

respondents, which tended to indicate ESG as a 

greater priority, this year. However, it is worth noting 

that ESG remains a very prominent issue for many 

U.S. organizations – not to mention their shareholders 

and customers.

Respondents in the U.S. (84%) were less likely than 

their European peers to consider any ESG risks (84% 

vs. 97% France and 97% Germany), yet still more than 

4 in 5 in the U.S. do. 

BASE: KNOWLEDGEABLE ABOUT ENVIRONMENTAL, SOCIAL & GOVERNANCE (n=787)
How does your organization determine ESG risks to its business? 

We have conducted a materiality assessment
and have ESG risks identified

We work with a consulting partner on materiality assessment

We have planned or are undergoing a materiality assessment

We have access to a dynamic materiality assessment

We currently do not consider ESG risks to our business

31%

22%

21%

16%

11%

Determining ESG risks to business
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HR-centric elements are top ESG activities
Data privacy and employee wellness programs 

are the most common elements respondents said 

are included in ESG programs (54% each). These 

categories speak to the diversity of elements under 

the broad umbrella of ESG, and given that they 

are connected with the InfoSec and HR functions, 

also speak to the need for R&C professionals to 

discuss risks across silos to support the success of 

a program. Respondents said supplier diversity is 

also a part of many ESG programs (38%), which is not 

surprising given the proliferation of third parties for a 

typical organization.

BASE: KNOWLEDGEABLE ABOUT ENVIRONMENTAL, SOCIAL & GOVERNANCE (n=787)
Which of the following are included in your organization’s ESG program? Please select all that apply.

Data privacy

Employee wellness programs

Diversity metrics tracking

Greenhouse gas reduction goals

Employee incentives for continual career advancement

Supplier diversity program

Greenhouse gas emission calculations

Participation in community volunteer programs

Other

54%

54%

44%

44%

43%

38%

37%

35%

4%

Aspects of ESG program
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Generating ESG reports is still a challenge, 
but not as much as  last year
Only one-third of respondents (33%) indicated that 

they can easily generate ESG and sustainability 

reports. This comes as no surprise given the 

diverse range of data sources that fall under the 

umbrella of ESG – and the challenge of pulling 

those inputs together into a cohesive story for 

internal and external stakeholders. This is a clear 

improvement over last year when only about 1 in 5 

respondents (17%) found it easy to generate ESG and                

sustainability reports.

As a positive signal, nearly half (49%) of respondents 

said their ESG program has support from the CEO. 

BASE: KNOWLEDGEABLE ABOUT ENVIRONMENTAL, SOCIAL & GOVERNANCE (n=787)
Which of the following are true for your organization’s ESG program? Please select all that apply.

It has support from the CEO

It is integrated within our organization

We have assigned/hired a dedicated person to focus 
on ESG issues

We integrate our ESG reporting with financial reporting

It has a dedicated budget

We can easily generate ESG and sustainability reports

We use an external auditor to verify our ESG data

None of the above

49%

36%

35%

34%

33%

33%

29%

8%

True of organization ESG program
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ESG performance frameworks are 
evolving; greater reliance on agencies
As was the case in 2022, survey responses indicate 

that organizations use a wide range of frameworks 

and standards to measure and disclose ESG 

performance. Yet two notable trends seem to be 

developing. First, the proportion of respondents who 

said their organizations rely on nothing – no standards 

and frameworks at all – has dropped considerably, 

from 48% in 2022 to 20% today. And by contrast, on a 

sharp incline, nearly two-fifths of respondents to the 

latest survey (38%) said their organization uses ESG 

rating agencies (more than double the 17% in 2022). 

While organizations continue to stitch together a 

variety of approaches, it appears more consensus 

may be coming. 

BASE: KNOWLEDGEABLE ABOUT ENVIRONMENTAL, SOCIAL & GOVERNANCE (n=787)
Which frameworks and standards does your organization use to measure/disclose its ESG performance? Please select all that apply.

ESG rating agencies (e.g., Sustainalytics, MSCI)

SDG – United Nations sustainable development goals

GRI - Global reporting initiative

CDP - Carbon disclosure project

TCFD – Task force climate financial disclosures

VRF SASB – Value reporting foundation’s SASB standards

WFE – World federation of exchanges

Other

None – My organization does not use any frameworks
and standards to measure/disclose its ESG performance

38%

29%

28%

26%

24%

21%

18%

5%

20%

Frameworks and standards used to measure/disclose ESG performance
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Key country differences
Respondents in France were significantly more likely 

than other countries of focus in this study to rate 

corporate social responsibility and ESG compliance 

as very important or absolutely essential in their ESG 

program. Additionally, large majorities in France, and 

also Germany, said they considered any ESG-related 

risks as risks to their businesses. Despite these 

strong signals for ESG in those countries, France- 

and Germany-based respondents were less likely than 

those in the U.K. or U.S. to say that their ESG program 

had CEO support.

France Germany U.K. U.S.TOTAL

Management of environment, social & 
governance issues as absolutely essential or 
very important

74% 59% 66% 63%65%ESG compliance

73% 61% 63% 67%67%Corporate social responsibility

France Germany U.K. U.S.TOTALDetermination of ESG risks to business

97% 97% 88% 84%89%Consider any risks

France Germany U.K. U.S.TOTALIncluded in ESG program

35% 28% 48% 51%44%Diversity metrics tracking

49% 47% 50% 61%54%Data privacy

France Germany U.K. U.S.TOTALTrue of organization's ESG program

41% 41% 54% 52%49%Has support from the CEO

21% 30% 29% 42%35%Participation in community volunteer programs

France Germany U.K. U.S.TOTAL
Frameworks and standards to 
measure/disclose ESG performance

85% 89% 81% 73%80%Any frameworks or standards
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In recognition of distinct programmatic pressures, 

NAVEX conducted a special examination of survey 

data across three organizational size cohorts in 

2023. For the purpose of this report, small represents 

organizations with fewer than 5,000 employees, 

medium represents those with between 5,001 and 

9,999 employees, and enterprise represents those 

with 10,000 or more employees. 

Most results largely followed the overall findings in 

this report. Yet some showed distinctions for how 

respondents at small-, medium- and enterprise-sized 

organizations were assessing their programs, or 

were notable in themselves for tracking overall global 

trends. The following points are areas our analysis 

found to be meaningful in examining each subgroup.

Respondents at small organizations were generally 

similar to their large-enterprise peers in calling out 

various program priorities. However, survey results 

indicated that respondents were less likely to view 

their programs as mature. 

Smaller organizations may have fewer available 

resources to build out a robust risk and compliance 

program. It is also important to note that best 

practice in an enterprise organization may not 

look the same in a smaller organization. Yet those 

that have the appropriate size and risk-based 

infrastructure and practices in place to help 

development of an ethical and compliant culture for 

their growing organization will realize a competitive 

advantage in terms of employee retention, 

marketplace reputation, and more.

Respondents at enterprise-sized organizations were 

more likely than those at smaller firms to cite mature 

practices in various aspects of their R&C programs. 

This includes planned training around relevant R&C 

topics, possession of certain key program elements, 

and likelihood of having a purpose-built solution to 

accommodate those elements.

That said, larger organizations may to be subject to 

size and operational thresholds that would trigger 

various regulatory mechanisms globally – highlighting 

the importance of program maturity. These larger 

organizations are more likely, based on respondents, 

to plan training on whistleblowing, for example – 

suggesting an awareness around the importance of 

this critical R&C function.

As might be expected, responses reflecting 

medium-sized organizations appeared to place 

them somewhere in the middle in areas such as 

maturity and likelihood to possess important program 

elements. Respondents from the medium cohort 

were more likely to indicate usage of purpose-built 

R&C solutions than those from small organizations, 

yet not as likely as those at the enterprise level,         

for example.

8 Program-specific findings by company size
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Notable findings

E&C program maturity 
• While smaller organizations tend to have fewer 

available resources for risk and compliance than 
their large-enterprise peers, nearly half (46%) of 
small-organization respondents still placed their 
program in one of the top-two levels of maturity 
on the ECI maturity spectrum. Respondents at 
medium organizations were more likely to do 
so, at 56%. However, respondents at enterprise 
organizations were far more likely (74%) to 
categorize their program in those top maturity 
levels. Only 17% of small-organization respondents 
said their program was at the highest maturity 
level of optimizing, compared to 24% from medium 
firms and 37% of responses from enterprise.

• A majority of respondents at small, medium and 
enterprise organizations alike ranked various 
compliance issues as very important or absolutely 
essential. This included regulatory compliance, 
data privacy, harassment and discrimination, and 
organizational culture. 

• Enterprise organizations were said to be most 
likely to possess a purpose-built solution for 
various aspects of their E&C program than 
medium or small. This included: hotline & incident 
management (48% enterprise, 34% medium, 29% 
small); policy & procedure management (44% 
enterprise, 28% medium, 25% small); third-party 
risk monitoring (40% enterprise, 25% medium, 
20% small); and ethics & compliance training (49% 
enterprise, 28% medium, 31% small). 

Policy and procedure management 
• Small, medium and enterprise respondents 

commonly applied positive ratings to the aspects 
of their policy and procedure management 
programs. This includes developing policies 
that reflect and deal with regulatory risks, 
communicating policies and procedures to 
employees and third parties, and providing  
guidance and training to key gatekeepers in the 
control process. 

• While most still gave their programs positive marks 
in the area, around one-quarter of enterprise 
respondents (26%) categorized tracking access to 
various policies and procedures to understand what 
policies are attracting more attention from relevant 
employees as either fair or poor. This was on par 
with the 19% from medium-sized organizations 
and 22% from small-sized organizations that said 
the same. As the most likely policy and procedure 
management program area to attract some 
negative self-assessments, challenges here appear 
to cut across the size spectrum.

 

Program-specific findings by company size (continued) 8
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E&C training 
• Respondents at small-to-medium-sized 

organizations were generally much less likely than 
those at large enterprises to cite plans for training 
around various topics over the next 2-to-3 years. 
This included whistleblowing, reporting & retaliation 
(34% small, 36% medium, 58% enterprise), 
cybersecurity (57% small, 58% medium, 71% 
enterprise), ethics & code of conduct (56% small, 
60% medium, 66% enterprise) and harassment 
& discrimination (50% small, 48% medium,               
62% enterprise). 

• Survey data showed a similar comparison for 
planned training on subtopics. For example, small-
to-medium organizations were shown to be less 
likely to be planning training on gift giving (28% 
small, 34% medium, 53% enterprise) and the EU 
whistleblower directive (17% small, 20% medium, 
30% enterprise).

Hotline and incident management 
• Significant majorities of respondents rated various 

aspects of their organization’s hotline and incident 
management programs as at least good – a strong 
signal of confidence. Still, small-organization 
respondents were slightly less likely to do so than 
those from the medium or enterprise level. The 
largest difference was seen in using metrics to 
ensure responsiveness (78% small, 87% medium, 
88% enterprise). 

• Enterprise organizations were more likely than 
small firms to possess certain elements of their 
confidential reporting and investigatory program, 
according to survey results. Medium organizations 
appeared to trend toward one side or the other, 
depending on the specific program element. For 
example; a non-retaliation policy (49% small, 45% 
medium, 64% enterprise), a hotline or internal 
reporting channel (46% small, 52% medium, 67% 
enterprise), and ability for third parties to report 
through our hotline (38% small, 52% medium,      
57% enterprise). 

 

Program-specific findings by company size (continued) 8
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Integrated risk management and approach 
to third parties 
• Smaller organizations were said to be less likely 

than medium firms and large enterprises to 
possess a board-level committee to address 
risk integration enterprise-wide (28% small, 
42% medium, 49% enterprise), but more likely 
to possess one at the management level (43% 
small, 37% medium, 36% enterprise), according to   
survey data.

• Large majorities of firms across the size spectrum 
were said to have some form of third-party and 
supplier screening. Yet respondents at the 
enterprise level were most likely to call out many 
individual screening areas, including business 
continuity plans/preparedness (49% enterprise, 
45% medium, 34% small); ESG orientation and 
transparency (DEI) (39% enterprise, 44% medium, 
26% small) ; and financial health/stability (64% 
enterprise, 49% medium, 54% small).

ESG
• Respondents at organizations across the size 

spectrum were all very likely – perhaps surprisingly 
so – to say their firm had some sort of strategy in 
place to determine ESG risks to the business (98% 
enterprise, 94% medium, 86% small). 

• Smaller-organization respondents were less 
likely than their enterprise peers to say they have 
various aspects as part of their ESG program, and 
responses from medium organizations were more 
mixed. This included: employee wellness programs 
(53% small, 46% medium, 66% enterprise), 
diversity metrics tracking (40% small, 49% medium, 
57% enterprise) and greenhouse gas reduction 
goals (39% small, 43% medium, 65% enterprise).

• Respondents at enterprise organizations were 
more likely than medium-sized to say that their 
ESG program has support from the CEO, while 
responses showed small-sized organizations 
rested in the middle (56% enterprise, 44% medium, 
48% small). Survey data also showed enterprise 
organizations were most likely to have a dedicated 
person to focus on ESG issues (54% enterprise, 
40% medium, 29% small).

 

Program-specific findings by company size (continued) 8
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It’s clear from this report that many R&C professionals 

feel their program is rising to the level of today’s 

complex regulatory, risk, consumer and cultural 

dynamics. Respondents to our survey were more 

likely than last year to give their program high marks 

in maturity, and those that did often indicated 

strong engagement from senior leadership in their 

organization’s compliance program as well. R&C 

leaders also appear to be evolving in real time to meet 

the challenges of the day, with majorities indicating 

they planned training to address the important 

challenge of information security. To see many 

citing a strong relationship between InfoSec and 

Compliance is encouraging, demonstrating the kind 

of cross-silo collaboration that is only becoming more 

important for the success of every R&C program.

Yet, 2023’s findings were not without some areas 

of opportunity. While respondents indicated 

stronger program maturity than last year, fewer 

said they possessed certain program elements 

and prioritization that are critical to regulatory 

compliance and program effectiveness. This 

included concerningly low proportions citing that 

their organization had a non-retaliation policy; 

this was especially evident among European 

respondents – surprising given the current focus 

on the EU Whistleblower Protection Directive and 

the transpositions by each of the member states.  A 

relatively low proportion of respondents also cited 

that their organization had a whistleblower hotline, 

despite the importance, and long-term acceptance, 

of such a system. 

Survey responses also showed every measure for 

middle management’s commitment to compliance 

moving in the wrong direction compared to last year, 

raising the question of whether frontline leaders are 

shirking in their commitment to compliance when 

it conflicts with other business objectives or feeling 

more intense business pressures to deliver results in 

a tighter economy.

9 Conclusion and next steps
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These findings and others in this report raise a point 

every R&C professional should keep in mind when 

considering the effectiveness of their programs. 

Attention to R&C was often said to be more high-

profile and strategically important in 2023, but the 

question remains, are programs succeeding in 

delivering on the fundamentals? 

Considering our 2023 key findings, R&C professionals 

should ask themselves the following questions:

• Does my program have engagement from senior 
leadership, including my organization’s board of 
directors? 

• Is my organization making sufficient efforts to train 
relevant parties to address information security 
risk? Is the relationship between leadership in 
InfoSec and Compliance strong, supporting each 
function’s goals for risk management, compliance 
and improving ethical cultures?

• Are frontline managers at my organization 
maintaining a commitment to compliance in the 
face of competing priorities?

• Am I leveraging my access to sources of data in a 
way that helps improve and inform the efficacy of 
my program?

• Is my organization seizing on the positive cultural 
impacts cited in work-from-home models, 
especially as it pertains to continued efforts to 
support compliance and ethics for remote and 
hybrid workforces?

Our profession must never lose sight of the 

profound way our work impacts our organizations, 

our communities and the world. The risk areas 

and challenges along the way may change, but our 

mission continues.

Conclusion and next steps (continued) 9
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10 Appendix: Additional findings and charts

16%5% 37% 41%

17%5% 36% 41%

17%5%

8%4% 24% 26%38%

36% 40%

2%
95%

At Least
Important

5% 83%
VERY IMPORTANT/ABSOLUTELY ESSENTIALNOT IMPORTANT/SOMEWHAT IMPORTANT

3% 12% 28% 55%

1%

2%

2%

6% 78%

6% 77%

7% 76%

12% 64%

94%

94%

93%

88%

BASE: ALL QUALIFIED RESPONDENTS (n=1,315)
How important are the following considerations to your organization in its decision-making process?

Not important Important Very importantSomewhat important Absolutely essential

Identifying, monitoring, mitigating and 
controlling risks to my organization

Ensuring those within my organization
are committed to doing what is right

Ensuring that my organization builds and 
maintains an ethical culture of compliance

Helping my organization maintain social
and environmental accountability

Keeping my organization compliant with
all relevant laws, policies and regulations

Importance to organization decision-making 

Position/roles within organization

Chief 
Information 

Security Officer 
(CISO)

Chief 
Compliance 

Officer (CCO)

Data Privacy 
Officer (DPO)

Chief Risk 
Officer (CRO)

Dedicated/full-time Part-time with other roles and responsibilities My organization does not have this position

Chief Risk and 
Compliance 

Officer (CRCO)

Chief
Sustainability
Officer (CSO)

HAVE
THIS ROLE

83%

62%

21%

17%

53%

28%

20%

46%

32%

22%

46%

27%

27%

45%

26%

29%

41%

25%

34%

80% 78% 73% 71% 66%

BASE: ALL QUALIFIED RESPONDENTS (n=1,315)
For each of the following positions/roles, please indicate if it’s a dedicated/full-time position, part-time position with other roles 
and responsibilities or if your organization does not have this position.
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Appendix: Additional findings and charts (continued) 10

To reduce risks

To meet regulatory requirements

To integrate program components (e.g., Incident Management, 
Risk Management, Policy & Procedure Management, etc.)

To automate practices and procedures

To streamline workflows/reduce redundancy

To increase reporting capabilities

To reduce costs

To reduce time spent on managing Risk & Compliance tasks

To improve program analytics

To increase the number of program dimensions analyzed

My organization does not use automation and technology 
solutions for our Risk & Compliance program

My organization is not adopting new Risk & Compliance 
automation and technology solutions

46%

38%

26%

24%

22%

22%

21%

20%

19%

5%

5%

12%

BASE: ALL QUALIFIED RESPONDENTS (n=1,315)
What are your organization’s reasons for adopting new Risk & Compliance automation and technology solutions? Please select up to three options. 

Reasons for adopting new R&C automation and technology solutions



62   //   2023 State of  Risk & Compliance  Report NAVEX.COM

Appendix: Additional findings and charts (continued) 10

BASE: ALL QUALIFIED RESPONDENTS (n=1,315)
Does your organization have a business continuity plan in place today? 

No

Don’t Know

Yes

9%

10%

82%

Have a business continuity plan in place

BASE: ALL QUALIFIED RESPONDENTS (n=1,315)
In which of the following ways does your organization obtain information on regulatory changes that affect your business? Please select all that apply. 

Periodic review of relevant regulatory bodies

Continuous scan of the regulatory environment

Third party service (law firm or other)

News coverage or industry newsletters

Other

Not Sure

61%

59%

49%

47%

2%

4%

Ways used to obtain information on regulatory compliance issues
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Appendix: Additional findings and charts (continued) 10

Board of directors’ role in compliance 

It receives periodic reports on compliance matters

It has oversight of our compliance program

It has members with compliance experience 
and/or expertise

It holds executive and/or private sessions 
with compliance

It examines compliance reporting data when 
exercising oversight

None of the above

62%

52%

48%

44%

43%

8%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Which of the following are true about your organization’s board of directors? Please select all that apply. 

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Which of the following statements apply to your organization’s compliance personnel? Please select all that apply.

They have appropriate 
experience and 

qualifications for their 
roles and 

responsibilities

They receive periodic 
training and 
professional 
development 
opportunities

They have other, 
non-compliance 

responsibilities with 
the company

They have a 
comparatively high 

turnover rate

None of the above

67%
62%

38%

17%

3%

Compliance personnel qualifications and responsibilities
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Appendix: Additional findings and charts (continued) 10

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Which of the following information sources does your organization use to review, test and improve your risk and compliance program? Please select all that apply.

Risk assessment results

Compliance program audits

Changing or updated regulations

Measures of your organization’s culture of compliance

Lessons learned from misconduct (own and/or peers)

Other

None of the above

68%

63%

60%

49%

49%

1%

3%

Information sources used to review, test and improve R&C program

BASE: ORGANIZATION USES COMPLIANCE PROGRAM AUDITS (n=617)
Which of the following are part of your organization’s R&C compliance program audits? Please select all that apply.

Review of compliance policies, procedures and practices 
to ensure they make sense for particular business 

segments/subsidiaries

Internal investigation reports

Data from our compliance training program

Employee interviews, feedback or quiz results after training

Incident reports from our hotline/whistleblower programs

Testing of controls

A gap analysis to determine if particular areas of risk are 
not sufficiently addressed in policies, controls or training

Other

74%

63%

56%

55%

54%

53%

52%

1%

Organization R&C program audits
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Appendix: Additional findings and charts (continued) 10

Metrics used to measure effectiveness of policy management program

Improved efficiencies in completing policy management tasks

Employee accessibility to search and find policies quickly

Policy contribution to improve organization/employee culture

Reduction in policy-driven compliance failures

Employee quiz results

Completion rates for attestations

Other

We do not use any metrics to measure the effectiveness of our 
policy management program

Reduction in legal and regulatory fines

39%

34%

34%

33%

30%

30%

29%

3%

16%

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Which metrics does your organization use to measure the effectiveness of its policy management program? Please select all that apply.
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Appendix: Additional findings and charts (continued) 10

73%

20%

7%

Don’t know

No

Yes

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Does your organization have a Risk & Compliance training plan?

Have Risk and Compliance training plan

50%

49%

44%

35%

34%

33%

31%

29%

25%

22%

20%

18%

2%

BASE: PROVIDING COMPLIANCE TOPICS TRAINING IN THE NEXT 2–3 YEARS (n=933)
On which of the following compliance subtopics will your organization provide training in the next 2–3 years? Please select all that apply.

Sexual harassment

Remote work – Cybersecurity

Racial discrimination and harassment

HIPAA privacy and security

Gift giving and receiving

Unconscious bias

COVID-19 health and safety

GDPR

Active shooter

Healthcare fraud prevention

EU whistleblower directive

EU competition law

Other

Compliance subtopics will train on in the next 2-3 years 
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Appendix: Additional findings and charts (continued) 10

BASE: HAVE A RISK & COMPLIANCE TRAINING PLAN (n=718)
Which of the following does your organization consider in the process of creating its Risk & Compliance training plan? Please select your top three considerations.

Training topics

Access to technology online training

Training mode (i.e., live vs. online)

Learners’ exposure to particular risks (e.g., bribery, 
OSHA, HIPAA)

Learner function (e.g., legal finance, IT)

Course duration/depth of content

Learner level (e.g., board, managers, third parties)

Other

Don’t know

Prior compliance incidents

43%

39%

35%

35%

33%

32%

31%

1%

1%

30%

Risk and Compliance training plan
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Appendix: Additional findings and charts (continued) 10

BASE: KNOWLEDGEABLE ABOUT ETHICS & COMPLIANCE (n=977)
Which of the following aspects does your organization review when screening third parties or suppliers? Please select all that apply.

Regulatory compliance

Cyber security and data protection

Financial health/stability

Business continuity plans/preparedness

ESG orientation and transparency (DEI)

Human rights

Scope 3 greenhouse gas emissions 

None

Other

65%

62%

55%

39%

31%

31%

18%

5%

2%

Aspects reviewed when screening third parties

Administration of Risk and Compliance program elements

IT risk 
management

Compliance 
risk 

management

Operational
risk

management

Privacy, risk 
and compliance 

management

Business 
Continuity 

Management

Privacy risk 
management

Third party 
risk 

management

Health and 
safety 

management

12% 18%

34%

45%

31%

44%

17%

30%

43%

17%

32%

43%

17%

31%

42%

18%

29%

41%

16%

32%

40%

20%

27%

39%

8%8%

BASE: KNOWLEDGEABLE ABOUT RISK MANAGEMENT (n=1.066)
How does your organization primarily administer the following Risk & Compliance program elements?

We don’t have thisPaper-based Don’t knowPurpose-built solutionOffice productivity/ERP software

4%
4%

5%
2%

6%
4%

5%
4%

6%
5%

6%
6% 4% 6%
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Appendix: Additional findings and charts (continued) 10

Chief Risk Officer (CRO)

Chief Risk and Compliance Officer (CRCO)

Chief Executive Officer (CEO)

Chief Compliance Officer (CCO)

Management- level

Chief Information Security Officer (CISO)

Chief Finance Officer (CFO)

General Counsel

Chief Audit Executive (CAO)

Data Privacy Officer

Other

Don’t know

No one – We don’t currently have
a risk integration strategy

Responsible for managing risk integration strategy

18%

15%

14%

11%

9%

8%

6%

5%

3%

1%

2%

3%

4%

BASE: KNOWLEDGEABLE ABOUT RISK MANAGEMENT (n=1,066)
Who in your organization is responsible for managing risk integration strategy?

Organization’s risk management program processes and procedures

BASE: KNOWLEDGEABLE ABOUT RISK MANAGEMENT (n=1,066)
How would you describe your organization’s Risk Management program processes and procedures (P&P)? Please select one response only.

Managed: Our P&P are repeatable and consistent

Measured: Our P&P are tested, measured and refined

Defined: Our P&P are well-defined and documented

Reactive: Our P&P are mostly ad hoc and undocumented

18%30% 24% 16%12%

Optimized: Our P&P are flexible, continually monitored and improved
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Appendix: Additional findings and charts (continued) 10

BASE: KNOWLEDGEABLE ABOUT ENVIRONMENTAL, SOCIAL & GOVERNANCE (n=787)
How does your organization primarily administer the following Environmental, Social, and Governance Management program elements?

Office productivity/ERP software

Paper-basedWe don’t have this

Purpose-built solution

Don’t know

Administration of ESG program elements

21%7% 29% 40%

15%10% 30% 39%

15%13%

22%9% 13% 32%23%

30% 38%

3%
7% 18% 31%

4%

5%

5%

Employee Equity and Inclusion 

Resource Footprints (e.g., Environmental, 
Human, Social)

Responsible Supply Chain

Conflict Minerals

Environmental, Social and Governance 
Disclosures 40%

35% 87%

86%

85%

84%

At Least
Important

9% 20% 32%

33%8% 21% 32%

32%8% 20% 33%

34%

3%

4%

4%

5% 9% 21% 29%

2%

2%

3%

2%

BASE: KNOWLEDGEABLE ABOUT ENVIRONMENTAL, SOCIAL & GOVERNANCE (n=787)
How important is the management of the following environmental, social and governance (ESG) areas to your organization?

Not importantDon’t know Important

Very important

Somewhat important

Absolutely essential

12% 

12% 

12% 

67%

64%

65%

14% 63%

VERY IMPORTANT/ABSOLUTELY ESSENTIALNOT IMPORTANT/SOMEWHAT IMPORTANT

Corporate social responsibility

 ESG risk management 

ESG compliance

ESG reporting

Importance of managing ESG issues
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