
Cybersecurity 
Understanding the 
evolving risk landscape

SMBs often fall victim to cyberattacks, with phishing emails, scamming and firewall 
breaches a constant concern. Almost half (48%) experienced a cybersecurity incident 
between 2022 and 2023 according to a Sage study. Whether it’s down to the shift towards 
cloud systems, human error or a lack of appropriate training, it appears the cybersecurity 
strategy of SMBs may not match the level of threat they’re facing.

Scamming and phishing remain the key way SMBs are being targeted

Source: Barracuda
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Yet SMBs still don’t have the 
right protection in place

46%
of SMBs don’t  
use firewalls

19%
rely only on 
basic tools

58%
back up their data

Only
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The cost of data breaches is increasing 

Average cost of data breach

SMBs want cybersecurity to become part of the culture - yet their actions say differently 

Source: Sage

2/3
of SMBs say 
cybersecurity is part  
of their culture

~40%
say they discuss 
cybersecurity daily

16%
discuss it only when 
things go wrong

11%
of micro-enterprises  
(1-10 employees) never 
discuss it at all
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There are 3 key challenges to overcome when it comes to cybersecurity

Source: Sage

#1
Ensuring employees know 
what’s expected of them

45%

#2
Educating employees 
about cybersecurity

44%

#3
Understanding what 

security is needed

43%
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Learn more about the state of 
cybersecurity of SMBs here

https://www.sage.com/en-gb/company/digital-newsroom/2023/10/12/cyber-security-for-navigating-complexity-and-building-resilience/
https://assets.barracuda.com/assets/docs/dms/Spear-phishing-vol7.pdf
https://www.sage.com/en-gb/-/media/files/sagedotcom/master/documents/pdf/sage-smbs-cyber-security-report-gb.pdf
https://www.ibm.com/reports/data-breach
https://www.sage.com/en-gb/-/media/files/sagedotcom/master/documents/pdf/sage-smbs-cyber-security-report-gb.pdf
https://www.sage.com/en-gb/-/media/files/sagedotcom/master/documents/pdf/sage-smbs-cyber-security-report-gb.pdf
https://www.navex.com/en-us/blog/article/the-state-of-cybersecurity-for-small-and-medium-businesses/

