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Introduction

Introduction

NAVEX has been delivering leading-edge market
benchmark reports to the risk and compliance
(R&C)industry since 2010. In 2019, we published
our first-ever “Definitive Corporate Compliance
Benchmark Report,”a comprehensive review of
R&C programs that offered key findings, analysis
andinsight to help organizations measure,

evaluate and advance their programs.

For 2025, NAVEX partnered again with
independent research firm The Harris Poll to
survey R&C professionals from a wide range

of industries about the design, priorities and
performance of their R&C programs. Readers
of this latest report will discover the results of
significant survey updates meant to deepen our

exploration of areas relevant to R&C programs.

NAVEX was proud this year to
once again give respondents the
opportunity to direct a donation
to one of several nonprofits upon
completion of the survey. We were
pleased to facilitate support for
the following organizations:

Ethics and Compliance Initiative (ECI);
Special Olympics International; Girls Who
Code; World of Children; Care.org
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Theresults of the survey represent nearly 1,000
respondents globally who influence or manage
their organization’s risk and compliance programs.
In addition, thisreportincludes detailed responses
from those who actively manage or influence

their program’s incident management, policy and
procedure management, ethics and compliance
training, third-party risk management, integrated
risk management, and/or environmental, social
and governance (ESG)functions.

Insights and analysis addressed in this
new 2025 reportinclude:

- How are organizations of all sizes staffing their
compliance programs and investigations?
What structures(centralized or decentralized)
are most common for compliance programs?

« How is Al playingaroleinriskand compliance -
asatool, andas aforce to be reckoned with?

- Where do you stand compared to the use of
technology across R&C program elements?

Is Compliance “speaking the language” of Risk?

NAVEX.COM
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Executive
summary

Executive Summary

Leveraging the feedback of nearly 1,000 risk and

compliance (R&C) professionals globally, this annual

State of Risk and Compliance Report provides
insights that enable readers to benchmark their
programs and open conversations within their
organizations about ways to improve. We've
provided some fundamental metrics regarding the
strategy around different R&C program elements
and have also strived to provide new insights

to help readers compare their organization’s
culture of ethics and compliance against those of
global peers.

Below are some of the notable storylines we
identified from this year’s survey data.

Compliance’s ‘seat at the table’ for Al -
isit enough?

Our survey data suggests organizations are
roughly divided into thirds regarding Compliance’s
engagement with artificial intelligence decision
making: a“very involved”(33%)group, a “somewhat
involved”(32%) group, and a remaining third that is

either ‘minimally,” “"not involved” or “not sure”(35%).
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While the opportunities arising from Al are

monumental, these technologies also introduce
anew range of risks. Compliance needs a

seat at the table, along with Risk and other
disciplines, to navigate those risks that may
include ethical use of Aland compliance with

emerging regulations.

Most often, itis Information Technology leading
the charge for Al policy development ,which
isnot surprising. Our findings suggest Risk

and Compliance may have an opportunity to
forge closer ties with IT to lend their respective
expertise in this area. Generally, respondents
appear to express concerns over lack of
collaboration, with 67% citing “lack of visibility
into risks” or “gaps in implementation of
compliance controls” as their top Al concern.

Fortunately, most (65%)respondents said
Compliance is either “very” or “somewhat”
involved in decision making regarding use of Al
at their organizations. It would be encouraging
to see that share grow as governance of this

new technology landscape matures.

NAVEX.COM



Executive summary continued

Centralized investigation programs most
common, with staffing mixed

Our analysis suggested organizations with

more mature programs were more likely to use
acentralized approach in their investigations.
Thisis a question we have been asked to address
over the last several years, and we included it in

this year's survey.

A majority of respondents overall (67 %) said

their organization had a centralized program for
day-to-day compliance investigations, with only
23% saying they had a decentralized approach.
Respondents who said their organization had a
more mature R&C program(i.e., a programthat is
considered managing/optimizing) were far more
likely (73%) than those with less mature programs
(56%)to say they have a centralized approach.

The distinction appeared more general by
company size - organizations with between
1,000 and 9,999 employees were said to be most
likely (72%) to have a centralized investigation
program, compared to 10,000-plus (66%)and
0-999(62%).

Slightly more respondents(33%)who said they
have a centralized program versus those with a
decentralized program(28%) said they have only
1-5investigators.
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These findings raise some interesting
considerations. Are centralized programs more
efficient in terms of staffing? Sixteen percent of
respondents who cited a decentralized program
said they have more than 30 investigators, versus

12% for centralized programs.

Looking at centralized programs, 16% of
respondents from organizations with 10,000
or more employees still say they have only 1-b
investigators assigned to the program. This
seemed surprising given the size of those
organizations and the complexity of issues
they may experience, though this staffing level

represented a clear minority.

Staffingin general appears interesting, with
19% citing 1-5 individuals supporting the internal
reporting program and 34% citing “‘more than 30."

We found little difference in program outcomes
(compliance issues experienced)across these
different staffing levels. In short - it may be that
thereisn'ta“right number” of investigators based

on given criteria for staffing.

NAVEX.COM



Executive summary continued
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Where Compliance and Risk intersect

Tenyears from now, where will Compliance sitin
the organization? Is it possible that Compliance will

be incorporated under a Risk leader?

This question has been top of mind for the industry
inrecent years as risk-based strategic thinking
emerges as anincreasingly important guiding
principle for organizations. Compliance may be
seen by some asjuggling two personas - arisk
mitigator, but also an evangelist of the ethical

organizational cultures that inherently reduce risk.

Alarge majority of respondents(70%) said their
compliance function was “highly engaged”in

risk assessment and management. Taken with
those who said that Compliance was ‘moderately
engaged,”a full 33% said Compliance was at least
engaged to some degree in the risk assessment

and management process.

However, only 61% of respondents who are
knowledgeable about ethics and compliance said
their organization usesrisk assessment results to
review, test and improve their R&C programs. As
risk assessmentis a foundational element to any
compliance program framework, we expected this

number to be higher.
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Inavery positive finding, only 9% of respondents
who are knowledgeable about ethics and
compliance cited “fear of exposing weakness and
increasing the risk of discovery” as the biggest
barrier to conducting an effective compliance
risk assessment.

That said, only one quarter(24%) of respondents
who are knowledgeable about ethics and
compliance said their risk assessment process
is effective. This might invite conversations
between risk and compliance to ensure
respective business units are “on the same page”
inhow "risk”is discussed, quantified and acted

oninthe organization.

Only two thirds of boards receive periodic
compliance reports

Only 64% respondents who are knowledgeable
about ethics and compliance say their boards
of directorsreceive periodic reports on
compliance matters. This number rises a bit
for the largest organizations - respondents
from organizations with 10,000 or more
employees said the same at arate of 71%.

Only about half(52%) of respondents who are
knowledgeable about ethics and compliance
said the board of directors has oversight of the

compliance program.

We would have hoped to see more respondents
indicating their boards receive periodic reports
on compliance matters, and for the level of
engagement and expertise of boards regarding
compliance to improve. Thisis a critical area
where boards have an opportunity to understand
how the organization is navigating a complex
risk landscape that continues to evolve amid
global regulatory shifts.

NAVEX.COM



Executive summary continued

Third-party risk: are organizations
doing enough?

A majority of respondents who are
knowledgeable about ethics and compliance
said their organization was embracing two
elements of screening third parties(requlatory
compliance, 58%; cybersecurity and data
protection, 54%), with all others failing to reach
amajority. These included financial health and
stability (49%), human rights (33%) and litigation
history (30%).

Itis true that not all third parties require the
same level of scrutiny, yet some of these

areas struck us as surprisingly uncommon

in our respondent base. Financial health, for
example, can be aleading indicator for arange
of other potential risks by suggesting a level

of resourcing to achieve elements like cyber
resilience. This could serve as areminder for
organizations to take an intentional approach in
the specific screening criteria for third parties.

In contrast, 84% of respondents who are
knowledgeable about ethics and compliance
either “strongly” or “somewhat” agreed that their
third-party due diligence program significantly
reduces theirlegal, financial, and reputational
risks. This may be a chance to assess whether
the “feeling” of program effectiveness matches
with what is happeningin practice.

ESG remains a priority for Risk
and Compliance

When asked to rank their organization’s top
three most important considerations when
making decisions, more than a quarter(26%)

of respondents chose "maintaining social and
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environmental accountability.” In addition,
nearly half (48%) said their organization has a
dedicated/full-time, C-level position devoted to

sustainability.

This speaks squarely to the endurance of
concepts connected to Environmental, Social and
Governance (ESG). While ESG grabbed headlines
in previous years, more recently, discussion of
the framework appears to have become more
subtle. Our findings suggest ESG's “decline” may
be misunderstood. It is possible ESG concepts
are evolving to integrate more directly with more
legacy concepts under ethics and compliance -
that the related elements remain important but

perhaps move forward under another banner.

Some leaders encouraging employees
to act unethically

Itis encouraging to see most respondents
flagging “positive” behaviors among different
levels of leadership. For senior executives,

for example, 73% of respondents who are
knowledgeable about ethics and compliance
were said to “have encouraged compliance and

ethics” within the organization.

Negative behaviors fall off sharply in the
distribution - but they do not reach zero.
Roughly 10% say leaders across all levels have
encouraged employees to act unethically to
achieve a business objective. Specifically, 9%
say senior executives and middle managers have
acted in this way, while 11% report the behavior
from first-line managers and supervisors. This
reality - or even the impression that this may be
true - could be an extremely detrimental signal
in supporting a culture of ethics and compliance,

and a signal of risk to organizations.

NAVEX.COM
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Executive summary continued

Broad success measured for ethics
and compliance training

Generally, respondents gave positive marks

to the various aspects of their ethics and
compliance training programs. Large
majorities who are knowledgeable about ethics
and compliance said their program was at least
“good”in aspects such as tailoring training

for high-risk and control employees(76%),
offering training in the form and language
appropriate for the audience (80%)and allowing
aprocess for follow-up questions arising out
of the trainings (80%). It appears that this
element of risk and compliance is in a healthy
place, though there are always opportunities

toimprove.

Forty-three percent of respondents who are
knowledgeable about ethics and compliance
said their organization was either “excellent”
or “very good”in offering shorter, more
targeted trainings. Nearly a third (32%) said
the organization was “good.” In all, thisis a
surprising and positive finding, as “micro
learning”is arelatively leading-edge aspectin

the field of ethics and compliance training.

Lack of internal reporting program
elements remains surprising

As with previous years'response cohorts,
respondentsin 2025 were surprisingly
unlikely (53%) to say their organization has a
hotline or whistleblower internal reporting
channel as part of their organization's
incident management program. This was less
true for larger organizations (69% for those
whose company has 10K+ employees vs. 43%
with 0-999 and 54% with 1,000-9,999) and
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A/
T

/N

organizations based in North America(59%
vs. 45% of whose companies are headquarted
in Europe), but levels still remained far below
what might be expected for this foundational
program element. Similarly, fewer than half
(49%) of respondents said their organization
had a non-retaliation policy. Asin years past,
we find these numbers to be unexpected
given the critical importance of internal

reporting programs.

NAVEX.COM
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Executive summary continued

Purpose-built compliance technology
emerges as most common approach for
ethics and compliance

Most organizations use purpose-built
technology to administer the various aspects

of their ethics and compliance programs. This
suggests organizations are finding value in such
technologies that, in many cases, facilitate easier
holistic management of compliance program
processes“under one pane of glass.” When one
program aspect can connect with another, as

is often the case with such technology, new
opportunities emerge for Compliance to serve as

a strategic asset to the business.

Respondents who are knowledgeable about
ethics and compliance were most likely to say
they used purpose-built technology for ethics
and compliance training(78%), yet other program
elements also showed strong majority responses
(between 59%-73%).

Read on for deeper analysis

Where notable throughout this report, we call out
findings based on elements like region, country,
company size and industry. These findings are
highly nuanced - with the help of Harris Poll and
aninternal team of data experts at NAVEX, our
callouts highlight areas flagged as significantly
deviating from a typical norm or representative of

reader interest.

We encourage readers to leverage this data to
both benchmark their own success and deepen
communication and collaboration with other

business units.

NAVEX provides a number of major research
publications freely to the public - not just

our customers. We hope readers will use this
2025 State of R&C Report in conjunction with
otherresearchin order to better understand
the context of their R&C program successes -

and ways to improve.

/N
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Survey methodology

The 2025 research was conducted online by The
Harris Poll on behalf of NAVEX among 999 adults
age 18+ who are nonacademic professionals
(management/ non-management or higher)and
knowledgeable about risk and compliance in the
United States (n=458), United Kingdom (n=123),
France (n=118), Germany(n=107), Japan (n=104)and
other countries(n=88). The survey was conducted
between April 23 - May 29, 2025.

Raw data are not weighted and are therefore only
representative of the individuals who completed

the survey.

Respondents for this survey were from NAVEX's
list of customers or prospects(n=382) or selected
from among those who have agreed to participate
in our surveys (n=617). The sampling precision of
Harris online polls is measured by using a Bayesian
credible interval. For this study, the sample data is
accurate to within +/- 3.1 percentage points using a
95% confidence level. This credible interval will be
wider among subsets of the surveyed population

of interest.

All sample surveys and polls, whether or not they
use probability sampling, are subject to other
multiple sources of error which are most often
not possible to quantify or estimate, including,
but not limited to coverage errar, error associated
with nonresponse, error associated with question
wording and response options, and post-survey

weighting and adjustments.
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Survey methodology

Note: When comparing data between 2024 and
2025, itisimportant to note arange of differences
in terms of specific question design, question
order, and respondent base. Any year-over-year
analysis should include this caveat.

How to use this report:

The data and insights in this report help chief
compliance officers and other R&C professionals
to make informed program decisions. The report
also outlines practical ways to improve R&C
programs across differing maturity levels and

organizational sizes.

Benchmark your arganization's R&C programs
against peers

- Assessand compare your program maturity
Identify potential gaps to improve your program
performance

- Understand how your priorities compare to
other organizations

- Gainabetter picture of the risks and challenges
other organizations are facing
See how your leadership’s embrace of ethics
compares to global norms

- Leverage these findings to inspire decision-
makers in your organization to strengthen

support for your risk and compliance programs

NAVEX.COM
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Key definitions

Key definitions

POLICY MANAGEMENT includes controlling the
organization’s policies and procedures throughout
the policy lifecycle: drafting, editing, approving,
updating, distributing, storing and documenting
attestations. Policy management software(or a
policy management system)refers to the technology
that enables more efficient management and

execution of those practices.

ETHICS AND COMPLIANCE (E&C) TRAINING includes
regulatory compliance, conduct, employment law
and information security training from a behavioral
perspective. This definition includes all forms of
training on ethics and compliance topics: online,
in-person, virtual and blended training approaches.
Educational and awareness approaches are also

within this scope of training.

INCIDENT MANAGEMENT typically consists of intake
channelsincluding telephone, web, mobile and other
whistleblower channels where employees and other
stakeholders can ask questions and make reports

of potential wrongdoing. Incident management
systems also receive, record and encourage
responses to questions, reports and incidents
received, track investigations, manage outcomes

and resolutions, and offer executive reporting tools.

INTEGRATED RISK MANAGEMENT (IRM) is the
collection of practices and processes that offer
businesses a comprehensive view of how they
identify, assess and prioritize risk throughout
their organization. When implemented through

a centralized governance, risk management and
compliance (GRC) platform, organizations can use

IRM to gaina comprehensive view of their business
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and operations from arisk perspective — connecting
individual risk disciplines and managing them in one

centralized program.

THIRD-PARTY RISK MANAGEMENT is an umbrella
term that refers to all risk-management activities
related to third parties: onboarding, screening,
monitoring and in-depth risk analysis; as well as
associated processes to identify, stratify, prioritize
and mitigate third-party risks. Third-party due
diligence refers to the studied assessment of third
parties before, during and after an engagement.
Internal business justifications, external preliminary
risk assessments, establishing business rules

and authorizations, processing documentation

and policies, database analysis and reputational
reporting are all third-party due diligence. It
alsoincludes active monitoring of third-party
engagements for new “red flags” and real-time

changes to the third party‘s risk profile.

ENVIRONMENTAL, SOCIAL AND GOVERNANCE (ESG)
is a subset of non-financial performance indicators
which include environmental, social, ethical and
corporate governance issues such as managing a
company’s carbon footprint and ensuring there are

systems in place to ensure accountability.

PROGRAM MATURITY is a measure of the size and
sophistication of acompany’s existing risk and
compliance program. For the purposes of the 2025
study, maturity designations were self-reported

based on the criteria of the Framework for E&C

Program Excellence from the Ethics and Compliance

Initiative (ECI). We utilize program maturity as an

indicator of current proficiency and performance.

NAVEX.COM
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A SNAPSHOT OF OUR SURVEY PARTICIPANTS

JOB FUNCTION JOB LEVEL

28%
C-level executive

W
N
IS

Senior management/director

27%
Other management

13%
Non-management

COUNTRY OF RESIDENCE

Information
Security

Supply Chain/ e

Procurement

Germany N%

8% Other 1%

AREAS OF RISK AND COMPLIANCE KNOWLEDGE

79%
Risk management
75%
Ethics and compliance
60%
Use of technology in compliance
Environmental, social and governance management
2025 | State of Risk and Compliance Report NAVEX.COM
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A SNAPSHOT OF OUR SURVEY PARTICIPANTS

INDUSTRY

Manufacturing

Healthcare and social assistance

Finance andinsurance

Professional, scientific and technical services

Retail trade

Construction

Transportation and warehousing

Educational services

All other industries

ANNUAL REVENUE (USD) NUMBER OF EMPLOYEES

I 6

Less than 50S million

N 36%
S50 million to $999 million

N 25%

$1billion or more

1,000-2,499

2,500-5,999 15%

6,000-9,999
N 2
My organization is not for profit 10.000-49.999 13%
B 3%
My organization is affiliation with the government 50,000-99,999
7%
Don't know 100,000+

COMPANY HEADQUARTERS

Americas EMEA APAC Other
48% 39% 12% 1%
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Program maturity and current state

NAVEX's major research publications provide
real-world benchmarking metrics with which risk
and compliance (R&C) practitioners can self-
assess the operations of their own organization
and programs compared to norms in the field.
Where our whistleblowing benchmark reports
derive actionable insight from the activities

of internal reporting programs, this “Program
Maturity and Current State” section of our State
of Risk & Compliance Report does so through

the direct voice of surveyed R&C professionals.
Readers might see ourinternal reporting
benchmarking as a measure of how R&C
programs are playing out in real time. This State
of R&C Report provides broader measures of how
organizations are designing their programs to
address the opportunities and challenges ahead.

To help determine the state of programs in 2025,
NAVEX asked respondents to self-report their
R&C program maturity based on the Framework

for E&C Proagram Excellence criteria from the

nonprofit Ethics and Compliance Initiative (ECI).
This five-point scale begins at the least mature,
“Underdeveloped,”and advances in maturity
through the stages of "“Defining,” “Adapting,”
“Managing”and, finally, "Optimizing.” It is worthy
of note that there isno “end”to the spectrum -
even the most mature programs have room to

refine their approach.
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We also asked respondents to outline factors
pertaining to their program reporting structure,
engagement in various aspects of organizational
structure, resourcing, and more. These questions
seek to paint a picture of the role R&C is playing in

terms of averall organizational dynamics.

NAVEX.COM
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> Program maturity and current state continued

Finally, for this section, we asked respondents
some specific questions about the operations
of different program elements - internal
reporting, training, policy management and
risk management.

This section provides readers a sense of the
current state of global R&C programs. Where
notable, we've called out relevant findings

by cohorts such as company size, maturity,
geography and other measures within our
respondent group. Readers can use this

data to understand where they diverge from
prominent trends and use those findings as an
opportunity to reexamine their program and

open conversations for ways to improve.

DESCRIBING ORGANIZATION’S R&C PROGRAM

Nearly 3in 5 respondents rank their
program at top maturity levels

Based on the ECI maturity definitions, 57%
of respondents said their program was either
Managing or Optimizing - the top two of five
tiers on the maturity spectrum.

While strict year-over-year comparisons are
not possible for thisreport due to annual
changesinthe respondent base and updates
to our question sets, respondentsin 2025
appear slightly more confident in their
program maturity thanin 2024 and 2023.

6%
2025

6%
2024

6%
2023

3%

BASE: ALL QUALIFIED RESPONDENTS(N=999)
Which of the following statements best describes your organization’s risk and compliance program?

2025 | State of Risk and Compliance Report

Underdeveloped: It is new and/or lacks

(HOP) elements, but still lacks many
important attributes

[l Adapting: It contains a number of
high-quality program (HQP) elements
reflecting some important attributes, but
with room to further mature

B Managing: It contains many high-quality
program (HQP) elements and can be
considered effective or good, but not a
high-quality program (HOP) that is
managed well

B Optimizing: It contains the majority of,
if not all, high-quality program
(HOP) elements

NAVEX.COM
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> Program maturity and current state continued < 17 >

- ‘Independent function,’ Legal and Risk Again, with the caveat that year-over-year
represent nearly half of ownership comparisons are not strictly possible with this
for compliance; large share still see survey, a smaller share of our 2025 respondent
split ownership base said their compliance function reported to

Legal compared to our base in 2024 (15% versus
Nearly half (49%) of respondents who are 21%). The same was true for those who said their
knowledgeable about ethics and compliance said compliance function was split across multiple
the function responsible for their compliance departments(17% versus 23%).

program was either “an independent function
reporting to the CEQ and/or board of directors”
(22%), Legal (15%) or Risk (12%).

FUNCTION RESPONSIBLE FOR COMPLIANCE PROGRAM

R 2%

Itis an independent function reporting to the CEO and/or board of directors

e _____________[

Within the legal department

- ________________|"

Within the risk department

E— 1

Within the IT/data security/data privacy department

M

Within the human resources department

-

Within the internal audit department

[

Within the finance department

.

Under another business function

17

It is split across multiple departments

I .

Other

=

Don't know

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which functionis responsible for your organization’s compliance program?
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> Program maturity and current state continued

Highest response rate for reporting
to CEO, less for larger organizations

New this year, we also asked the R&C professionals
to indicate which function they individually report
to. More than one fifth (22%) of respondents

said they report to the CEQ, which was the most

common response.

FUNCTION REPORTING TO

Additional findings(not included in charts):

- Respondents from organizations with over
10,000 employees were less likely to say
they report to the CEO(10%), compared to
22% for1,000-9,999 employees and 29% for
0-999 employees.

T 2

CEO

T e

Compliance

T 0%

Information Security

T o

Human Resources

T o

Board of Directors

[T

Legal

T 7

Finance

T e

Risk

[

Supply Chain/Procurement

T 2y

Data Privacy

e

Sustainability

[t

Audit

I o

Other

BASE: ALL QUALIFIED RESPONDENTS(N=999)
Which function do you report to?

2025 | State of Risk and Compliance Report
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o 56% report ethics or compliance issues issuesis notable, as regulators - and other
groups like customers - increasingly demand

As in prior years, respondents in 2025 were most that organizations maintain an ethical and
likely to say their organization experienced a data compliant supply chain.
privacy/cybersecurity breachin the past three
years(28%), consistent to 28% in 2024. This was Fifty-six percent of respondents said the
afull 10 percentage points greater than the next organization had experienced at least one
most commonly indicated compliance issue, a compliance issue in the past three years, and
third-party ethics or compliance failure (18%). 36% said their organization had experienced
Yet the prevalence of third-party compliance more than one.

COMPLIANCE ISSUES EXPERIENCED IN THE PAST THREE YEARS

T 2s

A privacy/cybersecurity breach

T — 1

Third-party ethics or compliance failure

T — 7

Legal or regulatory action taken against the organization by a governing body

I 167

Difficulty meeting regulatory obligations around EU requlations (e.g., CSDDD, CSRD, EU Al Act, EU Whistleblower Directive)

I 4%

Adverse media coverage of an ethics or compliance issue

I 4%

Substantiated employee litigation against the organization

I 4%

Reputational damage due to executive misconduct

I3

Other

¥

| am unable to disclose

T 5

None - my organization has not experienced any compliance issues in the past 3 years

BASE: ALL QUALIFIED RESPONDENTS(N=999)
Has your organization experienced any of the following compliance issuesin the past three years? Please select all that apply.
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> Program maturity and current state continued

Depending on the program element in question,
between 28% and 56% of respondents said their
organization either already made, or plans to make,
changesinlight of shiftsin United States government
priorities and enforcement policies. The combined
response share was greatest for changes to policies

(new or current), followed closely by risk assessment,

training plan and priorities, and code of conduct update.

Fifty-two percent of respondents said their
organization did not plan any decreases to staffing
and resources, the greatest share that indicated no

previous changes or consideration of future changes.

In contrast, 38% said they had, or were considering,
increasing staffing and resources.

CHANGES CONSIDERING US GOVERNMENT PRIORITIES

Many have made, or are considering, changes in light of US policy and enforcement shifts

Additional findings (not included in charts):

+ Respondents from the United States were
generally less likely to say their organization has
made/is considering making changes to several
program elements than those from other countries
like France, Germany, the United Kingdom and
Japan. Forexample, 50% of U.S. respondents
said their organization has made oris considering
changestoriskassessment, compared to 63% in
Germany, 64% in Japan and 66% in France.

B Don't know [l My organization has not made changes and is not considering making changes to this program element

B My organization has made changes to this program element 7l My organization is considering making changes to this program element

Internal whistleblower reporting
and case management

Training plan and priorities
Code of Conduct update
Policies (new or current)

Risk assessment

Third-party oversight
(e.g., supply chain, procurement)

Board reporting
Increasing staffing and resources

Decreased staffing and resources

Additional focus on regulatory
environments outside of the U.S.

BASE: ALL QUALIFIED RESPONDENTS(N=999)

17%

14%

14%

14%

15%

17%

18%

18%

20%

20%

Has your organization made or considered making any changes to any of the program elements below in light of changes

in U.S. government priorities and enforcement policies? Select all that apply.
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> Program maturity and current state continued

. ISO most common as compliance
program framework

Respondents said International Organization

for Standardization (ISO) standards related

to compliance programs were the most

common (44%) primary framework used by

their organizations to inform the compliance
program. Twenty-five percent of respondents
said their organization uses the U.S. Department
of Justice guidance on effective compliance
programs, 20% cited U.S. Health and Human
Services General Compliance Program Guidance
and 1% cited “other.”

/

Additional findings (not included in charts):

R&C professionals whose organizations are based
in EMEA(65%)and APAC (67 %) were more likely than
those based in the Americas(24%)to say they used
ISO standards related to compliance programs

as their primary framework. Thirty-five percent

of respondent knowledgeable about ethics and
complianc living in the United States said they used
DOJ guidance on effective compliance programs.
ISO standards were more commonly used for
professional, scientific and technical services
(67%), manufacturing (56%) and finance and
insurance (50%).*

Not surprisingly, respondents from healthcare
organizations were far more likely than others to
say their organization leans on U.S. HHS General
Compliance Program Guidance (53% vs. 9%
educational services, 12% manufacturing, 13%
professional, scientific and technical services; 18%
all other industries(excluding educational services
as well as those mentioned previously)).

*Caution: small base (<100); interpret results directionally only.

PRIMARY FRAMEWORK USED TO INFORM THE COMPLIANCE PROGRAM

44,

International Organization for Standardization (ISO) standards related to compliance programs

U.S. Department of Justice guidance(s) on effective compliance programs

U.S. Health and Human Services General Compliance Program

Other

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)

What is the primary framework that your organization uses to inform the compliance program? Please select one.

2025 | State of Risk and Compliance Report
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- Regulatory compliance and data privacy top may explain a potential decline in priority
compliance issue concerns for regulatory compliance, while the rise of
artificial intelligence in organizations may be
Asin 2024, respondentsin 2025 who are growinginterest in data privacy.
knowledgeable about ethics and compliance most
commonly rated regulatory compliance (24%)and Additional findings (not included in charts):

data privacy, protection and security (23%) as their

organization's most important compliance issue. - Respondents representing more-mature
Inlast year’s cohort, a greater share of respondents organizations(Managing/Optimizing)

(29%) rated regulatory compliance at the top of their were less likely (21%) to say regulatory
top-three issues while a slightly smaller share (20%) compliance was their number-one most
rated data privacy. With caution for year-over-year important compliance issue out of three
comparisons, we considered that the potential for compared to other maturity levels including
reduced regulatory pressure in the United States Underdeveloped/Defining (30%).

THREE MOST IMPORTANT CONSIDERATIONS WHEN MAKING DECISIONS - RANKED 157

_____________________________________________]P"

Regulatory compliance

________________________________________PA

Data privacy, protection and security

T 0%

Organizational culture

|

Harassment and discrimination

I -

Bribery, corruption and fraud

I, .

Environmental, social, and governance disclosures (ESG)

™

Third-party/supply chain risk

I .

Conflicts of interest

I

Diversity, equity and inclusion

_______________|#

Whistleblowing, reporting and retaliation

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which of the following compliance issues are most important to your organization?
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I More than two in five said leadership wants
a top-level compliance program

Around two in five (42 %) of respondents who are
knowledgeable about ethics and compliance said
senior leadership’s ideal state for their organization’s
compliance program is that it is leading the industry,
compared to the one third (33%) that said their
organization is already there. Most (57%) said their
program was currently “middle of the pack”-and
49% said that's also senior leadership’s ideal state.
Ten percent or fewer(8%) said that they were behind
othersinthe industry and/or this represented senior
leadership’s ideal state, respectively.

BEST DESCRIPTION OF CURRENT STATE OF COMPLIANCE PROGRAM
AND SENIOR LEADERSHIP'S IDEAL STATE FOR COMPLIANCE PROGRAM

M Current state M Senior leadership’s ideal state

Leading the industry

Middle of the pack

Behind othersin
the industry

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which of the following best describes the current state of your organization’s compliance program and senior
leadership’sideal state for the compliance program?
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Program maturity and current state continued

Belief is strongest among senior leaders that
compliance is a strategic advantage, but not all
are said to agree

When asked if senior leadership “strongly agreed” that
compliance programs were a strategic advantage

to the business, 37% of respondents who are
knowledgeable about ethics and compliance said yes.
This compares to the 31% that said senior leaders
would strongly agree that it was like an insurance
policy, and the 15% that said senior leaders viewed
them as a’necessary evil” that inhibits business.

Additional findings(not included in charts):

- Respondents who said their program was in one
of the top two designations in the ECl maturity
spectrum were most likely (84%)to say leadership
either“strongly” or “somewhat” agreed compliance
was a strategic advantage to the business. Those
who put their program in one of the lower two tiers

high-maturity programs said leadership
agreed that compliance was a "necessary evil,”
compared to 54% of those indicating lower-
maturity programs.

Respondents in manufacturing(88%)and
professional, scientific and technical services
(86%)* were most likely to say leaders would
agree to compliance’s strategic advantage,
with other industries such as healthcare and
social assistance (78%) roughly level with

one another.

Those headquartered across global
geographies were roughly similar in the share
of respondents that indicated some level

of leadership agreement that compliance

is a strategic advantage (between 80% and
81% across regions). Similarly, company size
seemed to have a minimal impact on response
patterns(between 78% and 84%).

*Caution; small base (<100); interpret results directionally

said that compliance was a strategic asset at a only”as both manufacturing and professional, scientific and

rate of 69%. Forty-six percent of those indicating technical services have a base size lower than 100.

AGREEMENT STATEMENTS ABOUT COMPLIANCE PROGRAMS

B Leadership in my organization
would somewhat disagree

% Leadership in my organization
would strongly disagree

B Leadership in my organization
would strongly agree

I Leadership in my organization
would somewhat agree

Organization compliance programs are a "necessary evil" that inhibit business

Compliance programs are like an insurance policy

Compliance programs are a strategic advantage to the business

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
From your perspective, how much do you think leadership in your organization would agree or disagree with the following statements?
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Program maturity and current state continued

Leaders often encourage compliance and
ethics, yet red flags remain

Survey results for 2025 showed positive
compliance and ethics behaviors among different
levels of leadership. For example, regarding
senior leaders, 73% of question respondents who
are knowledgeable about ethics and compliance
said they have encouraged compliance and ethics
within their organization. Sixty percent said their
senior executives have modeled proper behavior.
(Although, it is notable that 40% were not seen as

modeling proper behavior.)

Some negative behaviors continue to raise red
flagsin 2025. Sixteen percent of respondents
said senior leaders have impeded compliance
personnel from effectively implementing
compliance’s duties, consistent with responses
regarding middle (16%)and first-line management
(17%). Nine percent of respondents said senior
leaders have encouraged employees to act
unethically to achieve a business objective.

|

/

Across levels of leadership, some indicated
behaviors differ. Eleven percent of respondents
reported that first-line managers and supervisors
were slightly more likely than other middle and
senior managers (9% each)to encourage employees
to act unethically to achieve a business objective.
Respondents who are knowledgeable about ethics
and compliance said that were also slightly less
likely (45%) to persistina commitment to ethicsin
the face of competing interests and/or business
objectives (compared to middle management, 50%;

senior management, 51%).

With our aforementioned caution in year-over-

year comparisons, the 2025 cohort shows some
improvements over 2024. Sixty percent in 2025

said senior executives modeled proper behavior,
compared to 52% in 2024. For middle management,
62% in 2025 said they modeled proper behavior,
comparedto52% in 2024. Respondents in 2025 were
also slightly more likely to cite positive behaviors
among frontline managers. Taken together, this
suggests a potentially positive signal.

7

N
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Additional findings (not included in charts):

- Respondents from larger organizations (10,000
or more employees)were slightly more likely than
average to cite positive behaviors among senior
executives: 75% for“encouraging compliance and
ethics,”64% for “modeling proper behavior”and
55% for "persisting in acommitment to ethics and
compliance in the face of competing interests
and/or business objectives.”

TRUE STATEMENTS ABOUT MANAGEMENT

B Senior executives B Middle management B First line managers and supervisors
They have encouraged 73%
compliance and ethics within
my organization

They have modeled
proper behavior

They have persistedina
commitment to ethics in the
face of competing interests
and/or business objectives

They have tolerated greater
compliance risks in pursuit of
new business objectives
and/or greater revenues

They have impeded
compliance personnel from
effectively implementing
their duties

They have encouraged
employees to act unethically to
achieve a business objective

None of the above

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which of the following statements are true about your organization’s senior executives, middle management, and first line managers and supervisors?
Please select all that apply.
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> Program maturity and current state continued

Positive leadership behaviors show
beneficial correlation to maturity, avoiding
complianceissues

Respondents who are knowledgeable about ethics
and compliance who considered their R&C program
to beinahigh maturity tier were also more likely

to cite positive behaviors across all levels of
leadership. Conversely, those who considered their
program to bein alower maturity tier were more
likely to cite negative or riskier behaviors. It seems
that the way leadership exemplifies the goals of

R&Cisanimportant part of how respondents view

the strength of their program. In short - it matters
that leadership sets an example, and these metrics

may help readers to make that case.

Similarly, respondents who cited negative or
riskier leadership behaviors were also more
likely to have said their organization experienced
acompliance issue in the past 2-3 years. This
suggests atangible, negative business outcome
when leadership leans toward this kind of
mindset. Those who cited positive leadership
behaviors were more evenly split in whether they

experienced a compliance issue.

LEADERSHIP COMMITMENT TO COMPLIANCE VERSUS PROGRAM MATURITY

TOLERATED GREATER RISK, IMPEDED
COMPLIANCE PERSONNEL, ENCOURAGED
EMPLOYEES TO ACT UNETHICALLY (NET)

ENCOURAGED COMPLIANCE/MODELED PROPER
BEHAVIOR/PERSISTED IN COMMITMENT TO
COMPLIANCE (NET)

PROGRAM Underdeveloped/ Adapting Managing/  Underdeveloped/ Adapting Managing/
MATURITY . L . L
Defining Optimizing  Defining Optimizing
Senior executives 39% 32% 4% 81% 88% 93%
Middle managers 45% 25% 43% 76% 89% 92%
First-line managers  43% 32% 42% 7% 84% 89%

LEADERSHIP COMMITMENT TO COMPLIANCE VERSUS ‘EXPERIENCED COMPLIANCE ISSUE IN PAST 2-3 YEARS'

TOLERATED GREATER RISK, IMPEDED
COMPLIANCE PERSONNEL, ENCOURAGED
EMPLOYEES TO ACT UNETHICALLY (NET)

ENCOURAGED COMPLIANCE/MODELED PROPER
BEHAVIOR/PERSISTED IN COMMITMENT TO
COMPLIANCE (NET)

EXPERIENCED Yes No Yes No
COMPLIANCE ISSUE IN

PAST 2-3 YEARS

Senior executives 50% 27% 92% 89%
Middle managers 52% 23% 91% 88%
First-line managers 52% 25% 85% 85%

2025 | State of Risk and Compliance Report
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Program maturity and current state continued

Board engagement shows opportunities
toimprove

Sixty-four percent of respondents who are
knowledgeable about ethics and compliance

said their boards of directors received periodic
reports on compliance matters -asmaller

share than we would have expected, and roughly
consistent with polling data from our 2024 cohort
(66%). Only about half (52 %) of respondents said
their board of directors has oversight of the

compliance program.

Additional findings (not included in charts):

- Seventy-one percent of respondents from

organizations with 10,000 or more employees
said their boards of directors receive periodic
reports on compliance matters.

Respondents who indicated their organization
was on the more mature end of the ECI maturity
spectrum were more likely to indicate positive
signals for board engagement. Highlights
included: board members have compliance

experience and/or expertise (560%, versus 35%

for Adapting and 28% for Underdeveloped/
Defining); it holds executive/private sessions
with compliance (43%, versus 35% Adapting, 21%
Underdeveloped/Defining); it is highly engaged
in the compliance program(39%, versus 25%
Adapting, 20% Underdeveloped/Defining).

TRUE STATEMENTS ABOUT BOARDS OF DIRECTORS

. .__________________________________________________________|¥

It receives periodic reports on compliance matters

________________________________________|P¥

It has oversight of our compliance program

T 3

It has members with compliance experience and/or expertise

_________________________FM

It examines compliance reporting data when exercising oversight

T 7%

It holds executive and/or private sessions with compliance

N 539%

It has oversight of risk identification and management

________________________E7

It is highly engaged in the compliance program

I 5o

None of the above

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which of the following are true about your organization’s board of directors? Please select all that apply.
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Just over half of organizations incorporate
leadership feedback in measuring
compliance effectiveness

Just over half (55%) of respondents whose
organizations use compliance program audits

said they incorporate feedback from leadership in
measuring effectiveness of their risk compliance
program. We found this result concerning as this
should be a critical input. In contrast, the 43% who
said their organization uses third-party reviews was

higher than expected.

ASPECTS OF R&C PROGRAM AUDITS

T 8%

Review of compliance policies, procedures and practices to ensure they make sense for particular business segments/subsidiaries

T B7%

Internal investigation reports

Y 56%

Incident reports from our hotline/whistleblower programs

Y 5%

Feedback from leadership

Y 50%

Employee interviews, feedback or quiz results after training

T 8%

Data from our compliance training program

T 4%

A gap analysis to determine if particular areas of risk are not sufficiently addressed in policies, controls or training

L, PR

Third-party reviews (i.e., an external compliance program auditor)

N 39,

Other

BASE: ORGANIZATION USES COMPLIANCE PROGRAM AUDITS (N=429)
Which of the following does your organization use to measure the effectiveness of its risk and compliance program? Please select all that apply.
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Program-specific elements: Ethics and compliance

01 Ethics
and compliance

Purpose-built tech most common

for all program elements

2025 marks the first year in which a majority
of respondents said they use purpose-built
technology to primarily administer every
E&C program element. Respondents who are
knowledgeable about ethics and compliance

were most likely to say they used purpose-built

technology for E&C training(78%), followed by
policy and procedure management (73%).

2025 | State of Risk and Compliance Report

Again, with the caution that different respondent
bases and question sets make it impossible to
draw strict year-over-year comparisons with our
previous surveys, data for 2025 suggests purpose-
built technology may be becoming increasingly
common for ethics and compliance (E&C) program
elements. Only half (50%) of respondents in

2024 said they use purpose-built technology

for program analytics and benchmarking - that
sharerose to60% in 2025. Anincrease for risk
assessment and management was also notable -
64% in 2024, and 70% in 2025.

NAVEX.COM



> Program-specific elements: Ethics and compliance continued < 32 >

Additional findings (not included in charts):

- The smallest organizations represented respondents at most smaller organizations
inour survey base were said to be far less said they were using purpose-built
likely than others to possess purpose- technology for different aspects of their E&C
built technology for various E&C program programs(51% to 73%).
elements. This varied across elements, most - Rates of adoption of purpose-built
notably where only 58% of respondentsin technology by organizations with 1,000~
organizations with 0-999 employees were 9,999 employees and those with 10,000 and
said to have purpose-built technology for above were roughly similar, with one caveat.
hotline and incident management compared Only 58% of respondents from the largest
to 78% of their counterpartsin organizations organizations said they were using purpose-
with 1,000-9,999 employees and 82 % with built technology for program analytics and
10,000 or more employees. Still, apart benchmarking, compared to 68% of those in
from third-party risk monitoring (46 %), the 1,000-9,999 range.

UTILIZATION OF PURPOSE-BUILT TECHNOLOGY TO PRIMARILY ADMINISTER ETHICS
AND COMPLIANCE PROGRAM ELEMENTS

M Yes B No B We don't have this B Don't know

Hotline and 49
incident management °
Policy and 39,
procedure management °
Ethics and 59,
compliance training °
Third-party risk 7
monitoring °
Code o
of conduct b
Disclosure 8%
management °
Program analytics 7%
and benchmarking °
Risk assessment/

4%
management

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Does your organization use purpose-built technology to primarily administer the following ethics and compliance program elements?
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Hotline and
incident management

N Internal reporting continues as

most likely whistleblowing channel K
A greater share of respondents in this year's \
cohort(81%)said reporters were most likely to
make areportinternally, compared to 77% in 2024.
Remaining static was the share (14%) that said

reporters were most likely to report to an external
entity (requlators, media, etc.).

DESCRIPTION OF EMPLOYEES’ LIKELIHOOD IN REPORTING MISCONDUCT

They would most likely make the report internally

- -

They would most likely make the report to an external entity (e.g., regulators, the media, etc.)

-6%

Our employees are unlikely to make a report

BASE: ALL QUALIFIED RESPONDENTS(N=999)
Which of the following best describes your employees’likelihood in reporting misconduct?
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Program-specific elements: Hotline and incident management continued < 34 >

Again, suggested lack of internal reporting programs and non-retaliation

policies raises red flag

Only53% of respondents who are knowledgeable
about ethics and compliance to this questionin 2025
said their organization had a hotline or whistleblower
internal reporting channel as part of theirincident
management program. This is a striking finding given
how critical such programs are as the foundation of
any riskand compliance program. We were similarly
concerned last year when reviewing responses from
our 2024 cohort - and for that group, 61% said they had
aninternal reporting channel.

We also found it surprising to see only 49% of
respondentsindicating their organization has
anon-retaliation policy. These policies play an
extremely important role in addressing fears potential

whistleblowers may have in making a report.

Additional findings (not included in charts):

- Respondentsrepresenting larger organizations
(10,000 or more employees)were more likely
(68%)than other size ranges to say a hotline or
whistleblower internal reporting channel was part
of theirincident management program. Forty-
three percent said so for organizations with
0-999 employees, and 54% for organizations with
1,000-9,999 employees.

« Forty-six percent of respondents with
headquartersin EMEA said their organization
has aninternal reporting channel, compared to
59% in North America. Less than half of EMEA
respondents with aninternal reporting channel

was a surprising finding given the requirements

of the EU Whistleblower Protection Directive.

PARTS OF INCIDENT MANAGEMENT PROGRAM

e ________F

Case management and investigation processes/protocols

e _______E

A hotline or whistleblower internal reporting channel

. __________|pn

A non-retaliation policy

e ——— [

Ability for third-parties to report through our hotline

|

Channel or method for asking questions about policies and procedures

- _____x

Dashboard analytics to monitor key program KPIs and pull executive board reports

- _____________________ ¥

Industry benchmarking to measure our hotline program against our peers

™

Processes to detect retaliation

N -

Other

I

None of the above

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which of the following are part of your organization’s incident management program? Please select all that apply.
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- Only half have full visibility into case A similar share (49%) of respondents said they
closure process felt disciplinary actions and incentives are fairly
and consistently applied across the organization.
Half of respondents who are knowledgeable Again, thisis another important program element,
about ethics and compliance (51%) said their as reporters who trust the organization’s approach
organization ensures Compliance has full to addressing misconduct are more likely to make
visibility into all steps of case investigation and areport.

closure -regardless of whether the case was
referred to another department for review. This Additional findings (not included in charts):

isanimportant program asset, as a case may

otherwise appear“closed” to the compliance - Thosein organizations with 10,000 or more
department but remain “open” for the purpose of employees were said to be more likely than the
the impact it has on the organization. overall average (56%) to have full visibility into

the case investigation and closure process.

A slightly larger share (51%) than the overall were
also said to have fair application of disciplinary
actionsand incentives.

DESCRIPTION OF DISCIPLINARY AND CASE CLOSURE PROCESS

Our organization ensures all appropriate
actions (including any discipline) have
been taken before closing a case

61%

Our organization ensures Compliance
has full visibility of all steps of case
investigation and closure, regardless
of whether it was referred to another
department for review

51%

Disciplinary actions and incentives

are fairly and consistently applied 49%
across the organization

Our compliance program monitors our

investigations and resulting discipline 49%

to ensure consistency

None of the above 7%

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which of the following statements accurately describe your organization’s disciplinary and case closure process? Please select all that apply.
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36 >

I Case complexity remains biggest driverin Additional findings (not included in charts):

time to investigate and close reports

- Respondentsin smaller organizations

Findings for this year’s survey group were roughly who are knowledgeable about ethics
consistent with the group polled in 2024, with and compliance were more likely to cite
case complexity cited most frequently (35%) as involvement by the legal team: 0-999
having the greatest impact on the time it takes to employees, 14%; 1,000-9,999 employees,
investigate and close areport. 19%; 10,000 or more employees, 8%.

- Respondentsin Germany were also far more
While trend analysis is not strictly possible, we likely (27%) to cite the legal team than other
did note that the 2025 group was slightly less geographies(those in France, 10%; those in
likely (35% versus 40%)to cite case complexity the U.S., 15%).

than last year’s base. They were more likely (156%
versus 11%) to cite more involvement by the legal
teamin case review.

BIGGEST IMPACT ON TIME TO INVESTIGATE AND CLOSE REPORTS

Case complexity

35%

25%

Resource constraints

15%

More involvement by the legal team in case review

"%

Inefficiencies in our processes

"%

Organizational silos

3%

o
—~
>
]
=

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)

What has the biggest impact on the time it takes to investigate and close areportin your organization? Please select one.
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Program-specific elements: Ethics and compliance training

Ethics and

compliance training

Majority say organization has
R&C training plan

Three-quarters of respondentsin 2025 who are
knowledgeable about ethics and compliance (76%)
said their organization has arisk and compliance
training plan. In 2024, 69% of our base said the
same. Thisis a positive trend.

Additional findings(not included in charts):

« While the smallest organizations with 0-989
employees were least likely to be said to have a
training plan(68%), respondents representing
organizations beyond that threshold said so at a
rate of at least 80% (80% 1,000-9,999; 81% 10K+).

- Respondents from organizationsin finance
andinsurance were most likely to say their

organization had an R&C training plan(88%).*

- Eighty-four percent of respondents who ranked
their organization toward the top of the ECI
maturity scale said their organization has a

training plan.
*Caution; small base (<100); interpret results

directionally only.

ORGANIZATION HAS R&C TRAINING PLAN

Yes
No

Don’t know

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Doesyour organization have arisk and compliance training plan?
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\\v

Data dominates planned training topics, while diversity,
equity and inclusion ranks lower

Respondents who are knowledgeable about
ethics and compliance indicated three of the

top five planned compliance training topics in
the next 2-3 years were related to data(data
privacy, cybersecurity and artificial intelligence).
This evokes other parts of this report showing
how often respondents are engaged in areas like
a databreach and the high level of importance
organizations place on data privacy - not to
mention, the rise of artificial intelligence.

Cautioning that year-over-year comparisons don’t
necessarily describe a trend due to differences
inresponse bases and survey design, we found it
notable that planned Al training was close to the

2025 | State of Risk and Compliance Report

v

bottom of the list for last year's group and in
the top-five planned topics for 2025 (48% in
2025; 39% in 2024). In another notable shift,
47% of 2024's cohort said their organization
planned diversity, equity and inclusion training
-in 2025, 37% said the same.

Asin prioryears, we were surprised to see
rates so low for ethics and code of conduct
(83%), and for harassment and discrimination
(52%). Given the multi-year time horizon
described in this survey question, it stands
to reason that most if not all organizations
would be pursuing refresher training for such
fundamentally important topics.
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Additional findings (not included in charts):

- Fifty-three percent of respondents in organizations - Respondentsrepresenting organizations that
with 10,000 or more employees said their were said to be in one of the top two tiers of the
organization was planning whistleblowing training in ECI maturity spectrum were more likely to say
the next 2-3 years, compared to only 40% of those in
the 1,000-9,999 range and 39% in the 0-899 range.

Sixty-nine percent of those in larger organizations

their organization planned training in categories
across the board. Some notable distinctions
included training planned for cybersecurity

said they planned training around ethics and code of (67%, versus 46% for lower-maturity tiers),
conduct, compared to 64% in the 1,000-9,999 range artificial intelligence (65% versus 33%)and

and 58% in the 0-999 range. diversity, equity and inclusion (41% versus 27%).

COMPLIANCE TOPICS TO TRAIN ON IN THE NEXT 2-3 YEARS

T 3%
T 527
T 50%
T 52%

Ethics & code of conduct

Data privacy

Cybersecurity

Harassment & discrimination

Artificial intelligence (Al)

— 8%

Conflicts of interest

— 7%

Confidential information and intellectual property

v

Whistleblowing, reporting and retaliation

T 5

Conflict of interest and gift giving/receiving

2

Environment, health and safety

O 1%

Diversity, equity and inclusion

T 57%

Antibribery and corruption I 5%
Financial integrity (e.g., AML, insider trading and fraud) I o
Workplace civility . _______________F»
Antitrust & competition law _24%

Active shooter I 19

Human trafficking _ 15%

Other | KT2

Don't know | KA

None - my organization is not providing training . 2%

on any compliance topics inthe next 2-3 years

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
On which of the following compliance topics will your organization provide training in the next 2-3 years? Please select all that apply.

2025 | State of Risk and Compliance Report
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Program-specific elements: Policy management

Policy management

Half use training results to measure
effectiveness of policies

Half (50%) of respondents who are knowledgeable
about ethics and compliance said their
organization uses employee training results

2024 cohort, 41% of respondents said they used
employee training results.

Additional findings(not included in charts):

- More mature organizations(Managing/

to measure the effectiveness of their policy Optimizing on the ECl spectrum)were said to

management program. This is a positive signal be most likely (56%)to use employee training
pointing toward more integration of thinking results for measuring the effectiveness of its
around managing risk and compliance as a policy management program compared to those

cohesive business process. In our previous in the lower two maturity tiers (37%).

METRICS USED TO MEASURE EFFECTIVENESS OF POLICY MANAGEMENT PROGRAM

T s

Employee training results

T e

Survey feedback

T e

Improved efficiencies in completing policy management tasks

T

Employee accessibility to search and find policies quickly

T s

Policy contribution to improve organizational/employee culture

T a2

Reduction in policy-driven compliance failures

T s0%

Completion rates for attestations

T 26

Reduction in legal and regulatory fines

[P

Other

T 5%

We do not use any metrics to measure the effectiveness of our policy management program

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which metrics does your organization use to measure the effectiveness of its policy management program?
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Risk management

4in 10 do not screen third parties
for regulatory compliance

Only 58% of respondents to this questionin
2025 who are knowledgeable about ethics and
compliance said their organization screens
third parties or suppliers for regulatory
compliance. Seen another way, nearly 4in 10
did not say their organization screens third
parties for regulatory compliance. Similarly,
only 54% said they screened for cybersecurity
and data protection.

Across the board, these were the only two
aspects where more than half of respondents
said their organization did screening for third
parties. In a similar question presented to our
2024 cohort, response rates on these elements
were stronger, where 71% said they screened
forregulatory compliance and 59% for cyber
and data concerns. Our analysts will be looking
for signals going forward to see whether this
difference suggests a decreasing focus in
these areas of screening third parties.

2025 | State of Risk and Compliance Report
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> Risk management continued < 43 >

Additional findings (not included in charts):

- Thosein Europe-based organizations were
slightly less likely (54%)than those in North
America(60%)to say they screen third parties
forregulatory compliance. They were more likely
(38% versus 30%)to screen for global trade risk,
as well as environmental, social and governance
concerns(31% versus 20%).

ASPECTS REVIEWED WHEN SCREENING THIRD PARTIES

a1
©
32

Regulatory compliance

54%
Cyber security and data protection

49%
Financial health/stability

33%
Human rights

33%
Global trade risk (e.qg., sanctions)

33%
A risk-weighted approach to assessment

31%
Business continuity plans/preparedness

30%
Litigation history

- _______________P"

Beneficial ownership

- ________p

ESG orientation and transparency (DEI)

- ___________p

EU Corporate Sustainability Due Diligence Directive (CSDDD)

I -

German Supply Chain Act

7

None, we do not screen third-parties or suppliers

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which of the following aspects does your organization review when screening third parties or suppliers? Please select all that apply.
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> Risk management continued

One-third ‘strongly agree’ third-party due
diligence program is working

One-third of respondents who are
knowledgeable about ethics and compliance
(33%) said they “strongly agree” their third-
party due diligence program significantly
reduces their organization’s legal, financial and
reputational risks. Fifty-one percent “somewhat
agreed,” meaning the vast majority (84%) of
respondents were said to agree to some extent
that their third-party due diligence program

was effective.

These results contrast sharply with the prior
question indicating, for example, that only 58%

of respondents screen third parties and suppliers
forregulatory risks and only 33% use a risk-
weighted approach in that screening. This may
invite an opportunity for readers to confirm their
“feel” of their third-party screening effectiveness

matches the reality of what they are actually doing

in practice.

Additional findings (not included in charts):

Respondents who placed their organizationin
one of the top two rankings of the ECI maturity
scale were most likely (42%)to strongly agree
their third-party screening significantly reduces
risks. At the lower end of the scale, only 19%
said the same.

'‘OUR THIRD-PARTY DUE DILIGENCE PROGRAM SIGNIFICANTLY REDUCES OUR LEGAL,
FINANCIAL AND REPUTATIONAL RISKS’

Stongly agree

Somewhat agree

33%

51%

12%

Somewhat disagree

4%

Stongly disagree

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Rate your agreement with the following statement: “Our third-party due diligence program significantly reduces our legal, financial and reputational risks.”

2025 | State of Risk and Compliance Report

NAVEX.COM



Notable
findings

2025 | State of Risk and Compliance Report NAVEX.COM



>

Notable findings: Compliance's role in the rise of artificial intelligence < 46 >

Compliance's role in the rise
of artificial intelligence

It's likely readers of this research are involved in
some degree of effort to navigate the contours of
the Al technologies that are rapidly transforming
the way organizations operate. While the
opportunities presented by these technologies are
monumental, they also introduce a new range of

risks to be identified and managed.

Those risks include regulatory compliance, the
specifics of which are just starting to emerge
within different global jurisdictions. It appears
compliance generally has a seat at the table as
organizations look to move forward in their use
of Al, working closely with Risk, Data Privacy and

otherdisciplinesin a holistic manner.

2025 | State of Risk and Compliance Report

Most compliance teams involved to some
degree in Al decision making

One-third of respondents(33%) said compliance
was “very involved”in decision making regarding
the use of Al, with a similar share (32%) saying

it was “somewhat involved.” Together, well over
half of compliance teams are involved in how Al is
used at organizations(65%).

NAVEX.COM



> Notable findings: Compliance'srole in the rise of artificial intelligence continued < 47 > /

/N

Additional findings (not included in charts):

- Respondents from the more mature programs

(Managing/Optimizing) were more likely to be
“very involved”in Al decision making (40%)
compared to less-mature organizations(19%).
- Thosein"midrange” organizations(1,000-9,999
employees)were most likely to have Compliance
"very involved” in Al decision making (38%),
compared to smaller organizations (0-999, 28%)
and larger organizations (10,000 or more, 30%).

INVOLVEMENT OF COMPLIANCE TEAM IN USE OF Al

Very involved 33%

Somewhat involved 32%

Minimally involved 17%

Not involved N%

Not sure 7%

BASE: ALL QUALIFIED RESPONDENTS(N=999)
How involved is your compliance team in decision making regarding the use of Al at your organization?
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> Notable findings: Compliance'srole in the rise of artificial intelligence continued < 48 >

- Responsibility split for Al policies, with IT
the most common

Respondents cited a wide range of departments
asresponsible for developing Al policies at their
organizations in roughly equal measure - with

one exception.

Thirty-nine percent said IT was responsible for Al
policies. Taken with Information Security (10%),
the next most common response, the share rises
to half (50%), with other departments sharing the
remainder of responses.

It may come as no surprise to see IT and
information security often leading the way in Al

DEPARTMENT RESPONSIBLE FOR AI-RELATED POLICIES

policy development. Much concern about the use
of Al has focused on the corresponding use of data
and related technolagies. Yet many other factors
remain to consider as these technologies mature
and regulatory environments evolve - with so
many departments at play outside of IT, it will be
interesting to see how responsibilities settle in the

years to come.

Additional findings (not included in charts):

- Larger organizations (10,000 or more
employees)were less likely (37%)to have IT
responsible for developing Al policies compared
to those with 1,000-9,999 employees (45%).

I 39

IT

T 0%

Information security

T 6%

Compliance

T 6

A cross-functional committee

T 5%

Legal

T 4%

Data Privacy

T 4%

Board of directors

T 4%

Risk

T 4%

Human Resources

T 3%

Finance

TR

Sustainability

%

Audit

T

Other

T 7%

No single department is officially responsible for developing Al-related policies

6%
Don’t know

BASE: ALL QUALIFIED RESPONDENTS(N=999)

What department is most responsible for developing Al-related policies at your organization? Your best estimate is fine.

2025 | State of Risk and Compliance Report
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> Notable findings: Compliance'srole in the rise of artificial intelligence continued < 49 >

- Oversight of Al risk emerges as top
compliance concern

Two-thirds(67%) of respondents said they were
either most concerned about “lack of visibility
to risks across our organization” or“gapsin
implementation of compliance controls”in respect
to Al risks. This might speak to a general climate
of concern regarding oversight - visibility into
what is happening, or not happening, as Al is
implemented across the organization. This may
support the importance of Compliance having “a
seat at the table” as organizations navigate the
implementation of Al

GREATEST Al COMPLIANCE RISK OF CONCERN

37%

Lack of visibility to risks across our organization

_ "

Gaps in implementation of compliance controls

_ -

Changes in regulations that are missed in our program

5%

Other

BASE: ALL QUALIFIED RESPONDENTS(N=999)
What Al risks are you most concerned about in your compliance program?
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Overall Al risk concerns focus on
data leaks

Whether using the intellectual property of
others(37%)or losing data from within the
organization(23%), 60% of respondents said
they were most concerned about some kind of
data flow issue related to the use of Al in their
organizations. Over a quarter(27%) said they
were concerned about incorrect responses,

which is surprisingly low.

GREATEST OVERALL Al RISK OF CONCERN

Notable findings: Compliance'srole in the rise of artificial intelligence continued < 50 >

Also surprisingly low, 10% of respondents to
this question said they were concerned about
biasin Al. This could manifest in many areas of
an organization’'s operations, including resume
scanning and models conducting analysis of
business processes.

37%

Inappropriate use of intellectual property belonging to other individuals or organizations

Incorrect responses

Dataloss

@©
o
)

27%

23%

10%

Other

3%

BASE: ALL QUALIFIED RESPONDENTS(N=999)
What risk with Al are you most concerned about?

2025 | State of Risk and Compliance Report
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> Notable findings: Compliance'srole in the rise of artificial intelligence continued < 51 >

Most say Al has some importance in
compliance programs

A quarter(25%) of respondents considers Al to
be “significantly important”to their compliance
program. Combined with the 41% that said it

was "‘moderately important,” two thirds (65%) of
respondents said Al isimportant in some regard
for their compliance program. We suspect thisis
just the beginning of the opportunities available
to take aspects of compliance programs to the

next level.

IMPORTANCE OF Al IN COMPLIANCE PROGRAM

25%

Significantly important - Al is quiding compliance department and employees on key decisions

41%

Moderately important - Al is used to summarize information, but only with human review

21%

Not at all important - Al is not used in compliance

14%

As a trial - Al is being explored, but not yet used for key processes

BASE: ALL QUALIFIED RESPONDENTS(N=999)
How importantis Al use in your compliance program?
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Notable findings: Where compliance and risk intersect

Where compliance
and risk intersect

Tenyears from now, where will Compliance sitin
the organization? Is it possible that Compliance will
be incorporated under a Risk leader?

This question has been top of mind for the industry
inrecent years as risk-based strategic thinking
emerges as an increasingly important guiding
principle for organizations. Compliance may be
seen by some asjuggling two personas - arisk
mitigator, but also an evangelist of the ethical
organizational cultures that inherently reduce
risk. Time will tell how these trends may manifest,
but our research shows that, in some regards, the
dynamics between Risk and Compliance are not
entirely settled.

2025 | State of Risk and Compliance Report

Nearly one third have an integrated risk
management program

Nearly one third (30%) of respondents who are
knowledgeable about risk management said their
organization has a centralized, integrated risk
management program run by senior management.
Meanwhile, 44% - more than 2in 5 - said they are
somewhere on the journey to full integration.

This was roughly consistent with our 2024

respondent cohort.

NAVEX.COM



> Notable findings: Where compliance and risk intersect continued < / B3 >

Additional findings (not included in charts):

- Respondentsin organizations that were
more mature were also more likely to have a
centralized risk management program (35%)
compared to less-mature organizations (24%).

LEVEL OF INTEGRATION FOR RISK MANAGEMENT

We have integrated some of our risk management capabilities, but not all

30%

We have a centralized integrated risk management program run by senior management

20%

Siloed throughout our organization

5%

Don’t know

BASE: KNOWLEDGEABLE ABOUT RISKMANAGEMENT (N=785)
How integrated are your organization’s risk management capabilities?
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Notable findings: Where compliance and risk intersect continued < 54 >

Most say compliance is engaged
inrisk assessment

Alarge majority of respondents(70%) said their
compliance function was “highly engaged”in

risk assessment and management. Taken with
those who said that Compliance was "moderately
engaged,”a full 93% said Compliance was at least
engaged to some degree in the risk assessment
and management process.

This was a positive signal, in contrast with the

earlier survey results suggesting a potential

disconnectin the language used between
Risk and Compliance. It appears clear that
collaboration between these functions
isoccurring, but the exact nature of that
collaboration may be unsettled.

We found the high level of engagement in data
breaches for Compliance to be interesting,
evoking the level of importance indicated for
thisissue elsewhere in this survey.

ENGAGEMENT OF COMPLIANCE FUNCTION IN DIFFERENT AREAS

[l Highly engaged

Data breach

Reputational harm

Major litigation

Mergers and
acquisitions

Third-party/vendor
onboarding

Board decision
making

Insider threat

Risk assessment
and management

Bl Moderately engaged

BASE: ALL QUALIFIED RESPONDENTS(N=999)
How engaged is the compliance function at your company in each of the following areas?

I Not at all engaged

Hl Don't know

5%

5%

8%

10%

6%

7%

7%

3%

2025 | State of Risk and Compliance Report
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> Notable findings: Where compliance and risk intersect continued < 5B >

- Only 1% using risk assessment to improve Even for organizations that have not conducted
R&C program aformal risk assessment connected to
their compliance program, many program

Only 61% of respondents who are knowledgeable managers are likely to have an informal sense
about ethics & compliance said their organization of risk that can inform elements like the type
usesrisk assessment results to review, test and and cadence of training provided to certain
improve their R&C programs. As risk assessment groups of employees. Even if the assessment
is afoundational element to any compliance is not formally written down, it is a mindset,
program, we expected this number to be higher. and animportant framework when thinking

about compliance.

INFORMATION SOURCES USED TO REVIEW, TEST AND IMPROVE R&C PROGRAM

- __________________________________jjn

Risk assessment results

___________________________________________E

Compliance program audits

_____________________________p%

Guidance and frameworks

_______________________F¥

Changing or updated regulations

_____________________________ ¥

Lessons learned from misconduct (own and/or peers)

. ________________________pm

Board or executive feedback

. __________________

Measures of your organization’s culture of compliance

M

Cross-functional data

. ______________FN

Third-party continuous monitoring

o

Other

2

None of the above

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which of the following information sources does your organization use to review, test and improve your risk and compliance program?
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Notable findings: Where compliance and risk intersect continued

‘No change’in risk assessment despite
global shifts

Despite major geopolitical shifts in regulatory
environments this year, our 2025 cohort
matched our 2024 cohort where 70% said their
organization’s risk assessment “is current and
subject to periodic review.” This again begs the
question of whether Risk and Compliance have

Additional findings (not included in charts):

« Those with R&C programs indicated as

beingin one of the top two ECI maturity
tiers were more likely to say they have a risk
assessment that is current and subject to
periodic review (75%) compared to those
inthe lower two tiers(53%). They were also
more likely to be said to have an assessment

ashared seat at the table - our analysts would informed by continuous access to

have expected this number to be smaller for our operational data across business functions

2025 respondents. (57% versus 32%).
TRUE OF ORGANIZATION’S RISK ASSESSMENT
70%
Itis current and subject to periodic review
49%
It isinformed by continuous access to operational data across business functions
41%

It has resulted in a risk-tailored resource allocation that devotes greater time and scrutiny to high-risk areas and transactions

6%

None of the above

BASE: ORGANIZATION USES RISK ASSESSMENT RESULTS (N=457)
Which of the following are true about your organization’s risk assessment?
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> Notable findings: Where compliance and risk intersect continued < 57 >

- ‘Fear of exposing weaknesses’is uncommon barrier,
suggesting openness to risk-based discussions

Only 9% of respondents who are knowledgeable That said, only one quarter(24%) of respondents
about ethics and compliance cited “fear of said theirrisk assessment process is effective.
exposing weakness and increasing the risk of This might invite conversations between risk and
discovery”as the biggest barrier to conducting compliance to ensure respective business units
an effective compliance risk assessment. are “on the same page”in how “risk” is discussed,
This was a very positive signal, as the majority qguantified and acted onin the organization.

of organizationsin our cohort appear to be
comfortable with discovering risks and taking

action based on those discoveries.

BIGGEST BARRIER TO CONDUCTING AN EFFECTIVE RISK ASSESSMENT

24%

Our risk assessment process is effective

20%

Lack of resources, processes and systems to conduct risk assessment and then implement the findings and implement mitigation strategies

17%

Pushed to a lower priority when daily activities demand time and attention

10%

Confusion about or overlap with enterprise risk assessments

9%

Fear of exposing weakness and increasing the risk of discovery

8%

Lack of leadership support and cooperation in the process

-

Other

12%

None of the above

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
What is the biggest barrier to conducting an effective compliance risk assessment at your organization?
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> Notable findings: Program resourcing and structure < 58 >

Program resourcing
and structure

. Among the top topics of conversation among Internal reporting program staffing not
attendees to NAVEX webinars is resourcing and necessarily greater for larger organizations
staffing. While every organization’'s needs are
different, there remains the question - what is Respondents with a sense of staffing for their
the “right number” of staff for Compliance and organization’sinternal reporting program generally
investigations? What share of organizations indicated it sat on either side of a distribution:
have a consolidated structure for their between one and five personnel(19%) or more than
compliance program, and what share use a 30(34%).

distributed approach?

New this year, our survey seeks to shed some
light on thisimportant topic. As with the rest of

our report, these findings may best serve as an \/
opportunity for risk and compliance professionals
to open conversations within their organizations

regarding ways to improve their operations with

/N

an understanding of where they stand against

other organizations.
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> Notable findings: Program resourcing and structure continued < 59 >

. Additional findings (not included in charts):

- Not surprisingly, the smallest organizations
(0-999 employees)were most likely to say they
had between one and five personnel (30%). Still,
even some organizations with 10,000 or more
employees were said to have the same level of
staffing (11%).

- Interestingly, the share of respondents who said
they had more than 30 personnel supporting
their program was not the greatest for larger
organizations. For 0-999 employees, 24%; for
1,000-9,999 employees, 41%; and 10,000 or
more, 36%.

PERSONNEL SUPPORTING INTERNAL REPORTING PROGRAMS

1-5 18%

6-10 8%

1n-15 4%

16-20 3%

21-25 2%

26-30 2%

More than 30 34%

Don't know/ 28%
Can't estimate

BASE: ALL QUALIFIED RESPONDENTS(N=999)
How many personnel are supporting your internal reporting programs at your organization? Your best estimate is fine.
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> Notable findings: Program resourcing and structure continued < 80 >

. Centralized approach most common Additional findings (not included in charts):
for investigations programs, staffing
often leaner - Respondents in organizations with more mature

programs were far more likely (73%) than those

A centralized approach was said to be the most with less mature programs(55%) to say they had
common (67%) structure for day-to-day compliance acentralized investigation program.
investigations programs, compared to 23% - Respondentsin organizations with between

of respondents who said their program uses a 1,000 and 9,999 employees were most likely
decentralized approach. (72%)to have a centralized investigation

program, compared to 10,000-plus (66%)and
While a large share of respondents said they don't 0-999 (62%).
know/can’t estimate the number of investigators
in their program, 33% of those with a centralized
program said they have between one and five
investigators assigned to the program. This
compared to the 28% who said the same for
decentralized programs. Centralized programs
were also less commonly said to have more than
30 investigators(12%) compared to decentralized
programs(16%).

APPROACH TO DAY-TO-DAY COMPLIANCE INVESTIGATIONS PROGRAM

Centralized: Operated
under a centralized
leadership structure (with
referrals as appropriate)

Decentralized: Operated
under different teams
across the organization

We don't have a
consistent approach

Don't know/Not sure

BASE: ALL QUALIFIED RESPONDENTS(N=999)
Which of the following best describes how your organization approaches its day-to-day compliance investigations program?
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> Notable findings: Program resourcing and structure continued

INVESTIGATORS FOR CENTRALIZED AND DECENTRALIZED PROGRAMS

61 >

Ml Centralized W Decentralized

1-5

6-10

1-15

16-20 4%
2%

21-25 3%

3%

26-30

More than 30

29%

Don't know/
Can't estimate

BASE: CENTRALIZED(N=672)
You mentioned your organization has a centralized approach to day-to-day compliance investigations program.
How many investigators are assigned to the program?

*4% of respondents responded "zero"

BASE: DECENTRALIZED(N=232)
You mentioned your organization has a decentralized approach to day-to-day compliance investigations program.
How many investigators are available to review cases?

*1% of respondents responded "zero"

2025 | State of Risk and Compliance Report
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Conclusion

Conclusion

There is much to celebrate within the findings

of this 2025 State of Risk & Compliance Report.
Compared to last year's cohort, alarger share of
respondentsin 2025 felt their organization’s R&C
program had a strong level of maturity. A majority
said Compliance has a voice in guiding Al palicies
and risk management. Leaders at all levels are
generally likely to embody behaviors in support
of ethics and compliance. Ethics and compliance
training is showing widespread success across
organizations, and most are gaining the benefits
of purpose-built technology supporting their R&C

program elements.

Still, we identified some red flags. For one, while
Compliance typically helps to inform Al strategy,
should that engagement be even stronger? Why do
only half of respondents indicate their organization
has aninternal reporting program -a crucial

foundation for compliance, risk management and

2025 | State of Risk and Compliance Report

ethics? Do enough boards of directors sufficiently
engage with Compliance and have expertise in the
subject? Are organizations doing enough to screen
forriskin their third parties and broader supply
chains? What will new U.S. government priorities

and enforcement policies mean for Compliance?

As with other NAVEX research publications,
these survey results provide context as readers
consider the efficacy of their own programs.
Where an organization may be deviating from
these findings, it may be positive, given the
improvement opportunities identified - or it
may help develop a rationale that helps senior
leadership and other functional areas to
understand the needs of R&C. In short, these
findings are intended to help identify strengths
and inform a path to improve - in resilience,
compliance, business outcomes, ethics and

organizational culture.
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Appendix

RATING ORGANIZATION'S PERFORMANCE IN ASPECTS OF ETHICS AND COMPLIANCE TRAINING

@ Excellent M Verygood M Good M Fair M Poor

Tailoring training for high-risk
and control employees

Training offered in the form and
language appropriate for the audience

Offering a process by which
employees can ask questions
arising out of the trainings

Offering shorter, more targeted
training (i.e., micro-learning)

Measuring the effectiveness
of training

Measuring the impact of training on
employee behavior and/or operations

Testing employees on
what they've learned

Addressing employees who

fail all or a part of testing e (L

Adapting training in response to o o
. 16% 4%

specific requlatory changes

Assigning training as a 7% 7%

result of issues found

Different or supplementary training based
on learner level or function (e.qg., board, 18% 8%
managers, third-parties, finance, IT)

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
How would you rate your organization’s performance in the following aspects of ethics and compliance training?
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Appendix continued

T

IMPORTANT CONSIDERATIONS WHEN MAKING DECISIONS (ALL RANKS)

69%

Keeping compliant with all relevant laws, policies, and regulations

53%

Identifying, monitoring, mitigating, and controlling risks to the organization

47%

Ensuring that the organization builds and maintains an ethical culture of compliance

42%

Ensuring those within the organization are committed to doing what is right

34%

Understanding the organization’s risk profile so the organization knows how much more risk it can take on

26%

Maintaining social and environmental accountability

24%

Maintaining an ethical and compliant supply chain

B 2

BASE: ALL QUALIFIED RESPONDENTS(N=999)
Which three of the following considerations are most important to your organization when making decisions?
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TYPE OF EXECUTIVE-LEVEL POSITION IN DIFFERENT FUNCTIONAL AREAS

[ Dedicated/full-time M Part-time with other roles and responsibilities [l My organization does not have this position
Compliance

Risk

Sustainability

Information security

Data privacy

Human resources

Audit

Finance

Legal

Supply chain/procurement

BASE: ALL QUALIFIED RESPONDENTS(N=999)
For executive-level(c-level or similar) positions in each of the following functional areas, please indicate if it's a dedicated/full-time position,
part-time position with other roles and responsibilities, or if your organization does not have this position.

THREE MOST IMPORTANT COMPLIANCE ISSUES (ALL RANKS)

e ________________________________________FA

Regulatory compliance

25

Harassment and discrimination

— 237

Bribery, corruption and fraud

. 21%

Conflicts of interest

T 19

Whistleblowing, reporting and retaliation

e ____________________________________________|=53

Data privacy, protection and security

— 297

Organizational culture

I — 25%

Environmental, social, and governance disclosures (ESG)
e — 23%

Third-party/supply chain risk

— 22

Diversity, equity and inclusion

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
Which three of the following compliance issues are most important to your organization? Please click and drag each item into arank
position or click eachitemin the order you would like to rankit, from first to third.
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> Appendix continued < 66

RATING OF COMPLIANCE PROGRAM’S PERFORMANCE IN POLICY AND PROCEDURE MANAGEMENT

[0 Excellent M Verygood M Good M Fair M Poor

Consulting with
business units on policy 17% 5%
and procedure design

Developing policies that
reflect and deal with M% 3%)
legal and regulatory risks

Communicating policies and
procedures to employees 17% 5%
and third-parties

Addressing linguistic or
other barriers to
employees’ access

Tracking access to various policies
and procedures to understand what
policies are attracting more attention
from relevant employees

Providing guidance and training to key
gatekeepers in the control process
(e.g., those with approval authority or
certification responsibilities)

Understanding how employees

use the system 18% 7%
Having a search tool for employees . .

to scan and understand all policies 19% 13%

(e.g., Al powered)

Managing version control for = =

policy writing and updates

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
How would you rate your organization’s compliance program’s performance in the following areas of policy and procedure management?
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RATING COMPLIANCE PROGRAM IN TERMS OF HOTLINE AND INCIDENT MANAGEMENT

@ Excellent M Verygood M Good W Fair

Generating awareness of, and
comfort with, your anonymous
reporting mechanism

Assessing the seriousness
of allegations received

Ensuring proper investigations are
conducted (i.e., investigations which
are independent, consistent,
objective, and documented)

Using metrics to ensure
responsiveness

Board reporting

Ensuring third-party accessto
hotline and incident management

Ensuring timely feedback
to the reporter

Resources available to investigate
cases in a timely way

Analyzing reports for patterns
of misconduct and outcomes

Assessing incident
management program
effectiveness

Monitoring for potential
retaliation

Investigating reports of
potential retaliation

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)

14% 4%

N% 3%

13% 3%

17% 8%

13% 4%

16% 8%

16% 4%

16% 4%

16% 6%

19% 6%

18% 9%

15% 6%

How would you rate your organization’s compliance program’s performance in the following aspects of hotline and incident management?

2025 | State of Risk and Compliance Report

NAVEX.COM



> Appendix continued < 68 >

RATING COMPLIANCE PROGRAM IN TERMS OF THIRD-PARTY DUE DILIGENCE

[ Excellent M Verygood M Good M Fair M Poor

Performing enhanced due diligence
on individual third parties based on
our organization’s definitions of high,
medium, and low risk

Allocating varying degrees of
resources to manage and mitigate
third-party risk based on their
level of risk

Tracking and addressing red flags
identified through due diligence
(e.g., adverse media, government
relationships, sanctions lists)

Establishing appropriate
business rationales for each
third-party relationship

Ensuring proper contract
terms (i.e., terms are specific,
appropriate and accurate)

Requiring compliance training and
certifications from third parties

Engaging in ongoing monitoring and
risk management throughout the
lifespan of the third-party relationship

BASE: KNOWLEDGEABLE ABOUT ETHICS AND COMPLIANCE (N=747)
How would you rate your organization’s compliance program’s performance in the following aspects of third-party due diligence

2025 | State of Risk and Compliance Report NAVEX.COM
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UTILIZATION OF PURPOSE-BUILT TECHNOLOGY TO PRIMARILY ADMINISTER
RISK MANAGEMENT PROGRAM ELEMENTS

I Yes M No M We don't have this M Don't know

Third-party risk management

IT risk management

Operational risk management

Privcay risk management

Compliance risk management

BASE: KNOWLEDGEABLE ABOUT RISKMANAGEMENT (N=785)
Does your organization use purpose-built technology to primarily administer the following Risk Management program elements?

2025 | State of Risk and Compliance Report NAVEX.COM
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